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DELAWARE HB 359
First chamber; in 

committee.
Expands the protections offered to consumers under the Delaware Personal Data Privacy Act by applying 

the Delaware Personal Data Privacy Act to the State government.

GEORGIA SB 473 Failed; adjourned.

A person that conducts business in this state by producing  products or services targeted to consumers of 
this state that exceeds $25 million in revenue  and that:

(1) Controls or processes personal information of at least 25,000 consumers and derives  more than 50 
percent of gross revenue from the sale of personal information; or  

(2) During a calendar year, controls or processes personal information of at least 175,000  consumers.

X X X X X
X

Data & Entity Level X X

For each of the following processing activities 
involving personal information:

 (1) The processing of personal information for 
purposes of targeted advertising;

 (2) The sale of personal information;
 (3) The processing of personal information for 

purposes of certain profiling;
(4) The processing of sensitive data; and

 (5) Processing activities involving personal 
information that present a heightened risk of harm 

to consumers.

X
Up to $7,500.00 for each 

violation.

HAWAII HB 1497
(SB 1110)

First chamber; in 
committee; carryover; 

no movement in 
2024..

Persons that conduct business in the State or produce products or services that are targeted to residents of 
the State and:

(1)  During a calendar year, control or process personal data of at least 100,000 consumers; or
(2)  Control or process personal data of at least 25,000 consumers and derive over 50% of gross revenue

from the sale of personal data.

X X X X X
X

Data & Entity Level X

(1) The processing of personal data for purposes of
targeted advertising.

(2) The sale of personal data.
(3) The processing of personal data for purposes of 

profiling.
(4) The processing of sensitive data.

(5) Any processing activities involving personal data
that present a heightened risk of harm to

consumers.

Damages sustained by the person, and, if the judgment is for 
the plaintiff, the plaintiff shall be awarded a sum not less than 

$1,000 or threefold damages by the plaintiff sustained, 
whichever sum is the greater.
Haw. Rev. Stat. Ann. § 480-13

Not less than $500 nor more 
than $10,000 for each violation.
Haw. Rev. Stat. Ann. § 480-3.1

X

HAWAII SB 974
Second chamber; in 

committee; carryover; 
no movement in 2024.

Persons that conduct business in Hawaii or produce products or services that are targeted to residents of 
Hawaii and:

1. During a calendar year, control or process personal data of at least 100,000 consumers; or
2. Control or process personal data of at least 25,000 consumers and derive over 25% of gross revenue

from the sale of personal data.

X X X X X
Nonpublic personal information, 

as defined in the
Gramm-Leach-Bliley Act.

X

(1) The processing of personal data for purposes of
targeted advertising.

(2) The sale of personal data.
(3) The processing of personal data for purposes of

profiling.
(4) The processing of sensitive data.

(5) Any processing activities involving personal data
that present a heightened risk of harm to

consumers.

X
Civil penalties of up to $7,500 

for
each violation

X

HAWAII SB 1110
(HB 1497)

First chamber; in 
committee; carryover; 
no movement in 2024.

Persons that conduct business in the State or produce products or services that are targeted to residents of 
the State and:

(1)  During a calendar year, control or process personal data of at least 100,000 consumers; or
(2)  Control or process personal data of at least 25,000 consumers and derive over 50% of gross revenue

from the sale of personal data.

X X X X X
X

Data & Entity Level X

(1) The processing of personal data for purposes of
targeted advertising.

(2) The sale of personal data.
(3) The processing of personal data for purposes of 

profiling.
(4) The processing of sensitive data.

(5) Any processing activities involving personal data
that present a heightened risk of harm to

consumers.

Damages sustained by the person, and, if the judgment is for 
the plaintiff, the plaintiff shall be awarded a sum not less than 

$1,000 or threefold damages by the plaintiff sustained, 
whichever sum is the greater.
Haw. Rev. Stat. Ann. § 480-13

Not less than $500 nor more 
than $10,000 for each violation.
Haw. Rev. Stat. Ann. § 480-3.1

X

HAWAII SB 3018

First chamber; in 
committee; no 

movement since 
January 2024.

Persons that conduct business in Hawaii or produce products or services that are targeted to residents and 
during a calendar year:

(1) Control or process personal data of at least 100,000 consumers; or
(2) Control or process personal data of at least 25,000consumers and derive over

25% of gross revenue from the sale of personal data.

X X X X X
X

Data Level X

For:
(1) The processing of personal data for purposes of

targeted advertising;
(2) The sale of personal data;

(3) The processing of personal data for purposes of
certain profiling;

(4) The processing of sensitive data; and
(5) Any processing activities involving personal data

that present a heightened risk of harm to
consumers.

X
Not more than $7,500

for each violation. X

ILLINOIS HB 3385
Illinois Data Privacy and Protection 

Act

First chamber; in 
committee; carryover.

Any entity or any person, other
than an individual acting in a non-commercial context, that

alone or jointly with others determines the purposes and means
of collecting, processing, or transferring covered data.

X X X
Opt in required for 
certain processing 

purposes.
X X X

Annual certification of compliance if a large data 
holder.

Each covered entity that
is not a small business must conduct a privacy 

impact assessment.

(1) an amount equal to the sum of any compensatory,
liquidated, or punitive damages;

(2) injunctive relief;
(3) declaratory relief; and

(4) reasonable attorney's fees and litigation costs.

Unspecified damages, civil 
penalties, restitution, or

other compensation.
X

ILLINOIS HB 5581

First chamber; in 
committee; no 

movement since 
January 2024.

Persons that conduct business in this State or persons that produce products or services that are targeted 
to residents of this State that during a one-year period:

(a) Controlled or processed the personal data of not
less than 35,000 unique consumers, excluding personal data controlled or processed solely for the purpose 

of completing a payment transaction; or
(b) Controlled or processed the personal data of not less than 10,000 unique consumers and derived more

than 25 percent of their gross revenue from the sale of personal data.

X X X X X
X

Data & Entity Level X

For processing that presents a heightened risk of 
harm to a consumer including:

(1) The processing of personal data for the purposes 
of targeted advertising;

(2) The sale of personal data;
(3) The processing of personal data for the purposes

of certain profiling;
(4) The processing of sensitive data.

X

A violation shall constitute an 
unfair method of competition or 

any unfair or deceptive act or 
practice in the conduct of any 
trade or commerce within this

State under the Consumer Fraud 
and Deceptive Business 

Practices Act.

ILLINOIS SB 3517 First chamber; in 
committee.

A business [as defined], that satisfies one or more of the following
thresholds:

(A) as of January 1 of the calendar year, had annual gross revenues in excess of $25,000,000 in the
preceding calendar year;

(B) alone or in combination, annually, buys, sells, or shares the personal information of 100,000 or more
consumers or households; or

(C) derives 50% or more of its annual revenues from selling or sharing consumers' personal information;

X X X X Right to limit use. X
Data Level

Rulemaking.

For unauthorized access and exfiltration, theft, or disclosure 
as a result of the business's violation of the duty to 

implement and maintain reasonable security procedures and 
practices; damages in an amount not less than $100 and not 

greater than $750 per consumer per incident or actual 
damages, whichever is greater.

Not more than $2,500 for each 
violation or $7,500 for each 

intentional violation or 
violations involving the personal 

information of consumers 
whom the business, service 

provider, contractor, or other 
person has actual knowledge 

are under 16 years of age

X

IOWA SF 2321 Died. “Health data” means data that pertains to the health status of an individual that discloses information 
related to the past, current, or future physical or mental health status of the individual.

Amends existing law to exclude 
"health data" from the GLBA data 

and entity level exceptions.

KENTUCKY HB 15 Enacted 4/4/2024.

Persons that conduct business in Kentucky or produce products or services that are targeted to residents 
and that during a calendar year control or process personal data of at least: 

(a) 100,000 consumers; or 
(b) 25,000 consumers and derive over 50% of gross revenue from the sale of personal data.

X X X X X X
Data & Entity Level

X

For:
(a) The processing of personal data for the purposes 

of targeted advertising;
(b) The processing of personal data for the purposes 

of selling of personal data;
(c) The processing of personal data for the purposes 

of certain profiling;
(d) The processing of sensitive data; and

(e) Any processing of personal data that presents a
heightened risk of harm to consumers.

X Up to $7,500 for each continued 
violation.

KENTUCKY HB 24 
(SB 15)

First chamber; in 
committee; no 

movement since 
January 2024.

Persons that conduct business in Kentucky or produce products or services that are targeted to residents of 
this state and that during a calendar year: 

(a) Control or process personal data of at least 25,000 consumers; or 
(b) Derive over 40% of gross revenue from the sale of personal data.

X X X X X
Data & Entity Level

X

Where:
(a) The processing of personal data for the purposes 

of targeted advertising or tracking;
(b) The processing of personal data for the purposes 

of selling or sharing the personal data;
(c) The processing of personal data for the purposes 

of profiling, where such profiling presents a
reasonably foreseeable risk of:

1. Unfair or deceptive treatment of consumers or 
disparate impact on consumers;

2. Financial, physical, or reputational injury to
consumers;

3. A physical or other intrusion upon the solitude or 
seclusion, or the private affairs or concerns, of 

consumers, where such intrusion would
be offensive to a reasonable person; or

4. Any other substantial injury to consumers;
(d) The processing of sensitive data; and

(e) Any processing of personal data that presents a
heightened risk of harm to consumers.

X
For violations related to consumer requests.

X

The Attorney General may 
initiate an action and seek 

damages for up to $7,500 for 
each continued violation

KENTUCKY SB 15
(HB 24)

First chamber; in 
committee; no 

movement since 
January 2024.

Persons that conduct business in Kentucky or produce products or services that are targeted to residents of 
this state and that during a calendar year: 

(a) Control or process personal data of at least 25,000 consumers; or 
(b) Derive over 40% of gross revenue from the sale of personal data.

X X X X X
Data & Entity Level

X

Where:
(a) The processing of personal data for the purposes 

of targeted advertising or tracking;
(b) The processing of personal data for the purposes 

of selling or sharing the personal data;
(c) The processing of personal data for the purposes 

of profiling, where such profiling presents a
reasonably foreseeable risk of:

1. Unfair or deceptive treatment of consumers or 
disparate impact on consumers;

2. Financial, physical, or reputational injury to
consumers;

3. A physical or other intrusion upon the solitude or 
seclusion, or the private affairs or concerns, of 

consumers, where such intrusion would
be offensive to a reasonable person; or

4. Any other substantial injury to consumers;
(d) The processing of sensitive data; and

(e) Any processing of personal data that presents a
heightened risk of harm to consumers.

X
For violations related to consumer requests.

X

The Attorney General may 
initiate an action and seek 

damages for up to $7,500 for 
each continued violation

MAINE LD 1973/SP 807
Maine Consumer Privacy Act

Joint committee; 
divided report.

Persons that conduct business in this State or persons that produce products or services that are targeted 
to residents of this State and that during the preceding calendar year:

A. Controlled or processed the personal data of not less than 100,000 consumers, excluding personal data
controlled or processed solely for the purpose of completing a payment transaction; or

B. Controlled or processed the personal data of not less than 25,000 consumers and derived more than 
25% of gross revenue from the sale of personal data.

X X X

X
For the  purposes of 

targeted advertising, the 
sale of personal data or 
profiling in furtherance 
of  solely automated 

decisions that produce 
legal or similarly 

significant effects.

X
Data & Entity Level X

For processing activities involving:
(1) The processing of personal data for purposes of

targeted advertising;
(2) The sale of personal data;

(3) The processing of personal data for purposes of
certain profiling;

(4) The processing of sensitive data.

X
Not more than $10,000 for each 

intentional violation.

MAINE LD 1977/HP1270
Maine Data Privacy and Protection 

Act

Joint committee; 
divided report.

"Covered entity" means a person, other than an individual acting in a non-commercial context, that alone 
or jointly with others determines the purposes and means of collecting, processing or transferring covered 

data.
X X X

General restrictions on 
processing dependent 

on the purpose.
X X

Annually if the covered entity is not a small business, 
or if such a covered entity uses a "covered 

algorithm."

X
$5,000 per individual per violation or actual damages, 
whichever is greater.  Also allow for punitive damages, 

injunctive relief, declaratory relief and attorney's fees and 
costs.

Yes, amount unspecified.

MARYLAND HB 567
(SB 541)

Maryland Online Data Privacy Act 
of 2024

Second chamber; in 
committee.

A person that:
(1) Conducts business in Maryland; or

(2)(I) Produces services or products targeted to residents; and
(II) During the immediately preceding calendar year:

1. Controlled or processed the personal data of at least 35,000 consumers, excluding personal data
controlled or processed solely for the purpose of completing a payment transaction; or

2. Controlled or processed the personal data of at least 10,000 consumers and derived more that 20% of its 
gross revenue from the sale of personal data.

X X X X X X
Data & Entity Level

X

For "processing activities that present a heightened 
risk of harm to a consumer," including an 

assessment for each algorithm that is used. The 
term means:

(1) The processing of personal data for the purposes 
of targeted advertising;

(2) The sale of personal data;
(3) The processing of sensitive data; and 

(4) The processing of personal data for the purposes 
of certain profiling.

X

A violation is an unfair, abusive, 
or deceptive trade practice and 
subject to the penalty provisions 
of the Consumer Protection Act, 
Md. Code Ann., Com. Law § 13-

101, et seq ., except for Md. 
Code Ann., Com. Law § 13-408.

MARYLAND SB 541
(HB 567)

Maryland Online Data Privacy Act 
of 2024

Second chamber; in 
committee.

A person that:
(1) Conducts business in Maryland; or

(2)(I) Produces services or products targeted to residents; and
(II) During the immediately preceding calendar year:

1. Controlled or processed the personal data of at least 35,000 consumers, excluding personal data
controlled or processed solely for the purpose of completing a payment transaction; or

2. Controlled or processed the personal data of at least 10,000 consumers and derived more that 20% of its 
gross revenue from the sale of personal data.

X X X X X X
Data & Entity Level

X

For "processing activities that present a heightened 
risk of harm to a consumer," including an 

assessment for each algorithm that is used. The 
term means:

(1) The processing of personal data for the purposes 
of targeted advertising;

(2) The sale of personal data;
(3) The processing of sensitive data; and 

(4) The processing of personal data for the purposes 
of certain profiling.

X

A violation is an unfair, abusive, 
or deceptive trade practice and 
subject to the penalty provisions 
of the Consumer Protection Act, 
Md. Code Ann., Com. Law § 13-

101, et seq ., except for Md. 
Code Ann., Com. Law § 13-408.

MASSACHUSETTS H 60
In joint committee; 

reporting date 
extended to 4/8/2024.

This chapter shall apply to:
(1) a controller or processor that conducts business in the commonwealth; and

(2) the processing of personal information by a controller or processor not physically established in the 
commonwealth, where the processing activities are related to: (i) the offering of goods or services that are
targeted to individuals; or (ii) the monitoring of behavior of individuals where such behavior takes place in 

the commonwealth; and
(3) an entity that voluntarily certifies to the attorney general that it is fully in compliance with, and agrees 

to be bound by, this chapter.

Sections relating to the exercise of consumer rights (7-17) and the private right of action (26) shall apply 
only to the personal information processed by the affiliate on behalf of the controller:

(1) the controller had annual global gross revenues in excess of 25,000,000 dollars;
(2) the controller was a data broker; or

(3) the controller determined the purposes and means of processing of the personal information of not less 
than 100,000 individuals, excluding personal information processed solely for the purpose of completing a

payment-only credit, check or cash transaction where no personal information is retained about the
individual entering into the transaction.

X X X X X X
Data Level

X

If:
(1) processing personal information for the purposes 

of: (i) the sale of the personal  information; (ii) 
targeted cross-contextual advertising; or (iii)

targeted first-party advertising;
(2) processing personal information for the purposes 

of certain profiling;
(3) processing sensitive information; and

(4) any other processing that is likely to result in a
high risk of harm to individuals.

If an individual's personal information is subject to a breach 
of security as a result of a controller’s failure to implement 
and maintain reasonable cybersecurity controls; up to $500 
per individual per incident or actual damages, whichever is 

greater.

X Up to $7,500.

MASSACHUSETTS H 83
In joint committee; 

reporting date 
extended to 4/8/2024.

“Covered entity”, any entity or any person, other than an individual acting in a non-commercial context, 
that alone or jointly with others determines the purposes and means of collecting, processing, or 

transferring covered data. The term “covered entity” does not include:—
government agencies or service providers to government agencies that exclusively and solely process 

information provided by government entities;
any entity or person that meets the following criteria for the period of the 3 preceding calendar years (or 

for the period during which the covered entity or service provider has been in existence if such period is less 
than 3 years):—

the entity or person’s average annual gross revenues during the period did not exceed $20,000,000;
the entity or person, on average, did not annually collect or process the covered data of more than 75,000 
individuals during the period beyond the purpose of initiating, rendering, billing for, finalizing, completing, or 

otherwise collecting payment for a requested service or product, so long as all covered data for such 
purpose was deleted or de-identified within 90 days, except when necessary to investigate fraud or as 

consistent with a covered entity’s return policy; and
no component of its revenue comes from transferring covered data during any year (or part of a year if the 

covered entity has been in existence for less than 1 year) that occurs during the period.

X X X X X

A large data holder shall conduct a privacy impact 
assessment that weighs the benefits of the large 
data holder’s covered data collecting, processing, 

and transfer practices against the potential adverse 
consequences of such practices, including 

substantial privacy risks, to individual privacy.

Also, if a large data holder uses a covered algorithm 
in a manner that poses a consequential risk of harm 

to
 an individual or group of individuals.

Liquidated damages of not less than 0.15% of the annual 
global revenue of the covered entity or $15,000 per violation, 

whichever is greater; punitive damages; and reasonable 
attorney’s fees and costs.

Not less than 0.15% of the 
annual global revenue or 

$15,000, whichever is greater, 
per violation; and not more than 
4% of the annual global revenue 

of the covered entity, data 
processor, or third-party or 
$20,000,000, whichever is 

greater, per action if such action 
includes multiple  violations to 

multiple individuals.

X

MASSACHUSETTS H 2281
Massachusetts Data Privacy 

Protection Act

In joint committee; 
reporting date 

extended to 4/8/2024.

“Covered entity”, any entity or any person, other than an individual acting in a non-commercial context, 
that alone or jointly with others determines the purposes and means of collecting, processing, or 

transferring covered data.

The term “covered entity” does not include:
any entity or person that meets the following criteria for the period of the 3 preceding calendar years (or 

for the period during which the covered entity or service provider has been in existence if such period is less 
than 3 years):

 - the entity or person’s average annual gross revenues during the period did not exceed $20,000,000;
- the entity or person, on average, did not annually collect or process the covered data of more than 75,000 
individuals during the period beyond the purpose of initiating, rendering, billing for, finalizing, completing, or

otherwise collecting payment for a requested service or product, so long as all covered data for such 
purpose was deleted or de-identified within 90 days, except when necessary to investigate fraud or as

consistent with a covered entity’s return policy; and 
- no component of its revenue comes from transferring covered data during any year (or part of a year if

the covered entity has been in existence for less than 1 year) that occurs during the period.

X X X X X X X

For a large data holder that uses a covered 
algorithm in a manner that poses a consequential 

risk of harm to
 an individual or group of individuals.

Liquidated damages of not less than 0.15% of the annual 
global revenue of the covered entity or $15,000 per violation, 

whichever is greater.

Not less than 0.15% of the 
annual global revenue or 

$15,000, whichever is greater, 
per violation; and not more than 
4% of the annual global revenue 

of the covered entity, data 
processor, or third-party or 
$20,000,000, whichever is 

greater, per action if such action 
includes multiple violations to 

multiple individuals.

X

MASSACHUSETTS S 25
Massachusetts Data Privacy 

Protection Act

In joint committee; 
reporting date 

extended to 4/8/2024.

“Covered entity”, any entity or any person, other than an individual acting in a non-commercial context, 
that alone or jointly with others determines the purposes and means of collecting, processing, or 

transferring covered data.

The term “covered entity” does not include:
any entity or person that meets the following criteria for the period of the 3 preceding calendar years (or 

for the period during which the covered entity or service provider has been in existence if such period is less 
than 3 years):

 - the entity or person’s average annual gross revenues during the period did not exceed $20,000,000;
- the entity or person, on average, did not annually collect or process the covered data of more than 75,000 
individuals during the period beyond the purpose of initiating, rendering, billing for, finalizing, completing, or

otherwise collecting payment for a requested service or product, so long as all covered data for such 
purpose was deleted or de-identified within 90 days, except when necessary to investigate fraud or as

consistent with a covered entity’s return policy; and 
- no component of its revenue comes from transferring covered data during any year (or part of a year if

the covered entity has been in existence for less than 1 year) that occurs during the period.

X X X X X X X

For a large data holder that uses a covered 
algorithm in a manner that poses a consequential 

risk of harm to
 an individual or group of individuals.

Liquidated damages of not less than 0.15% of the annual 
global revenue of the covered entity or $15,000 per violation, 

whichever is greater.

Not less than 0.15% of the 
annual global revenue or 

$15,000, whichever is greater, 
per violation; and not more than 
4% of the annual global revenue 

of the covered entity, data 
processor, or third-party or 
$20,000,000, whichever is 

greater, per action if such action 
includes multiple violations to 

multiple individuals.

X

2024 Data Privacy Legislation 

https://legis.delaware.gov/BillDetail?LegislationId=141150
https://www.legis.ga.gov/legislation/66835
https://www.capitol.hawaii.gov/session/measure_indiv.aspx?billtype=HB&billnumber=1497&year=2023
https://www.capitol.hawaii.gov/session/measure_indiv.aspx?billtype=HB&billnumber=1497&year=2023
https://www.capitol.hawaii.gov/session/measure_indiv.aspx?billtype=SB&billnumber=974&year=2023
https://www.capitol.hawaii.gov/session/measure_indiv.aspx?billtype=SB&billnumber=1110&year=2023
https://www.capitol.hawaii.gov/session/measure_indiv.aspx?billtype=SB&billnumber=1110&year=2023
https://www.capitol.hawaii.gov/session/measure_indiv.aspx?billtype=SB&billnumber=3018&year=2024
https://www.ilga.gov/legislation/billstatus.asp?DocNum=3385&GAID=17&GA=103&DocTypeID=HB&LegID=148551&SessionID=112
https://www.ilga.gov/legislation/billstatus.asp?DocNum=3385&GAID=17&GA=103&DocTypeID=HB&LegID=148551&SessionID=112
https://www.ilga.gov/legislation/billstatus.asp?DocNum=3385&GAID=17&GA=103&DocTypeID=HB&LegID=148551&SessionID=112
https://www.ilga.gov/legislation/billstatus.asp?DocNum=5581&GAID=17&GA=103&DocTypeID=HB&LegID=153960&SessionID=112
https://www.ilga.gov/legislation/billstatus.asp?DocNum=3517&GAID=17&GA=103&DocTypeID=SB&LegID=153219&SessionID=112
https://www.legis.iowa.gov/legislation/BillBook?ga=90&ba=SF%202321
https://apps.legislature.ky.gov/record/24rs/hb15.html
https://apps.legislature.ky.gov/record/24rs/hb24.html
https://apps.legislature.ky.gov/record/24rs/hb24.html
https://apps.legislature.ky.gov/record/24rs/sb15.html
https://apps.legislature.ky.gov/record/24rs/sb15.html
https://legislature.maine.gov/LawMakerWeb/dockets.asp?ID=280089650
https://legislature.maine.gov/LawMakerWeb/dockets.asp?ID=280089650
https://legislature.maine.gov/bills/display_ps.asp?paper=HP1270&snum=131&PID=1456
https://legislature.maine.gov/bills/display_ps.asp?paper=HP1270&snum=131&PID=1456
https://legislature.maine.gov/bills/display_ps.asp?paper=HP1270&snum=131&PID=1456
https://mgaleg.maryland.gov/mgawebsite/Legislation/Details/hb0567
https://mgaleg.maryland.gov/mgawebsite/Legislation/Details/hb0567
https://mgaleg.maryland.gov/mgawebsite/Legislation/Details/hb0567
https://mgaleg.maryland.gov/mgawebsite/Legislation/Details/hb0567
https://mgaleg.maryland.gov/mgawebsite/Legislation/Details/sb0541
https://mgaleg.maryland.gov/mgawebsite/Legislation/Details/sb0541
https://mgaleg.maryland.gov/mgawebsite/Legislation/Details/sb0541
https://mgaleg.maryland.gov/mgawebsite/Legislation/Details/sb0541
https://malegislature.gov/Bills/193/H60
https://malegislature.gov/Bills/193/H83
https://malegislature.gov/Bills/193/HD2281
https://malegislature.gov/Bills/193/HD2281
https://malegislature.gov/Bills/193/HD2281
https://malegislature.gov/Bills/193/SD745
https://malegislature.gov/Bills/193/SD745
https://malegislature.gov/Bills/193/SD745
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MASSACHUSETTS S 227
Massachusetts Information 

Privacy and Security Act

In joint committee; 
reporting date 

extended to 4/8/2024.

This chapter shall apply to:
(1) a controller or processor that conducts business in the commonwealth; and

(2) the processing of personal information by a controller or processor not physically  established in the
commonwealth, where the processing activities are related to: 

(i) the offering of goods or services that are targeted to individuals; or 
(ii) the monitoring of behavior of individuals where such behavior takes place in the commonwealth; and

(3) an entity that voluntarily certifies to the attorney general that it is fully in compliance
 with, and agrees to be bound by, this chapter.

X X X X X
X

Data Level X

If:
(1) processing personal information for the purposes 

of: (i) the sale of the personal
 information; (ii) targeted cross-contextual 

advertising; or (iii) targeted first-party advertising;
(2) processing personal information for the purposes 

of profiling or otherwise that otherwise presents 
certain foreseeable risks;

(3) processing sensitive information; and 
(4) any other processing that is likely to result in a

high risk of harm to individuals.

MICHIGAN SB 659
Michigan Personal Data Privacy 

Act

First chamber; in 
committee; carryover; 
no movement in 2024. 

A person that does both of the following:
(a) Conducts business in this state or produces products or services that are targeted to residents of this 

state.
(b) During a calendar year, does either of the following:

(i) Controls or processes personal data of at least 100,000 consumers.
(ii) Controls or processes personal data of at least 25,000 consumers and derives any revenue from the sale

of personal data.

Certain sections only apply to a controller if:
(1) the controller had annual global gross revenues in excess of 25,000,000 dollars;

 (2) the controller was a data broker; or
(3) the controller determined the purposes and means of processing of the personal

 information of not less than 100,000 individuals, excluding personal information processed solely for the 
purpose of completing a payment-only credit, check or cash transaction where no personal information is 

retained about the individual entering into the transaction.

X X X X
Consent required to 
process any personal 

data.

X
Data & Entity Level X

For processing activities that involve:
(a) The processing of personal data for purposes of

targeted advertising.
(b) The sale of personal data.

(c) The processing of personal data for the purpose
of certain profiling. 

(d) The processing of sensitive data.
(e) Any processing activities involving personal data

that present a heightened risk of harm to
consumers.

A consumer may bring a civil action seeking:
(a) Actual damages.

(b) Injunctive or declaratory relief.
(c) Any other relief the court deems appropriate.

X
Not more than $7,500 for each 

violation.

MINNESOTA HF 1367
First chamber; in 

committee; carryover; 
no movement in 2024.

A business that:
(1) has annual gross revenues in excess of $25,000,000;

(2) annually buys or sells the personal information of 50,000 or more individuals, households, or devices; or
(3) derives 50 percent or more of the business's annual revenues from selling personal information.

X X X

Any person injured by a violation of this chapter may bring a 
civil action to receive or recover:

(1) damages not less than $100 and not more than $750 per 
consumer, per violation, or the consumer's actual damages, 

whichever is greater;
(2) the costs of investigation and reasonable attorney fees;
(3) other equitable relief as determined by the court; and

(4) in the case of a willful and malicious violation, exemplary 
damages in an amount not exceeding three times other

damages awarded.

The Attorney General may 
enforce any provision in 

accordance with Minn. Stat. 
Ann. § 8.31.

MINNESOTA HF 1892 (SF 950)
First chamber; in 

committee; carryover; 
no movement in 2024.

Businesses that conduct business in Minnesota or produce products or services that are targeted to 
residents of Minnesota.

Opt in required for any 
collection, use or 

disclosure.

Not more than $7,500 for each 
violation.

MINNESOTA HF 2309 (SF 2915)
First chamber; in 

committee; amended.

Legal entities that conduct business in Minnesota or produce products or services that are targeted to 
residents of Minnesota, and that satisfy one or more of the following thresholds:

(1) during a calendar year, controls or processes personal data of 100,000 consumers or more; or
(2) derives over 25% of gross revenue from the sale of personal data and processes or controls personal 

data of 25,000 consumers or more.

X X X X
X

Data Level X X

A controller must conduct, document, and maintain 
a data privacy and protection assessment that 

describes the policies and procedures it has adopted 
to comply with the provisions of the act. Data 

privacy and protection assessments conducted for 
the purpose of compliance with other laws or 

regulations may qualify if they have a similar scope 
and effect.

X
Not more than $7,500 for each 

violation.

MINNESOTA SF 950 First chamber; in 
committee; carryover.

Businesses that conduct business in Minnesota or produce products or services that are targeted to 
residents of Minnesota.

Opt in required for any 
collection, use or 

disclosure.

Not more than $7,500 for each 
violation.

MINNESOTA SB 2915 (HF 2309)
Minnesota Consumer Data Privacy 

Act

First chamber; in 
committee; carryover.

Legal entities that conduct business in Minnesota or produce products or services that are targeted to 
residents of Minnesota, and that satisfy one or more of the following thresholds:

(1) during a calendar year, controls or processes personal data of 100,000 consumers or more; or
(2) derives over 25% of gross revenue from the sale of personal data and processes or controls personal 

data of 25,000 consumers or more.

X X X X
X

Data Level X X

A controller must conduct, document, and maintain 
a data privacy and protection assessment that 

describes the policies and procedures it has adopted 
to comply with the provisions of the act. Data 

privacy and protection assessments conducted for 
the purpose of compliance with other laws or 

regulations may qualify if they have a similar scope 
and effect.

X
Not more than $7,500 for each 

violation.

MISSOURI SB 731

First chamber; in 
committee; no 

movement since 
January 2024.

Any controller or processor that: 
(1) (a) Conducts business in this state; or 

(b) Produces a product or service that is targeted to consumers who are residents of this state; (2) Has 
annual revenue of $25M or more; and 

(3) Satisfies at least one of the following:
(a) During a calendar year, controls or processes the personal data of 100,000 or more consumers; or

(b) Derives over 50% of its gross revenue from the sale of personal data and controls or processes personal 
data of 25,000 or more consumers.

X X X X
X

Data & Entity  Level X X

The attorney general may 
recover actual damages to the 

consumer and an amount not to 
exceed $7,500 for each 

violation.

NEBRASKA LB 1294
In committee; no 
movement since 

January 2024.

A person that:
(a) Conducts business in this state or produces a product or service consumed by residents of Nebraska;

(b) Processes or engages in the sale of personal data; and
 (c) Is not a small business as determined under the federal Small Business Act, as such act existed on 
January 1, 2024, except to the extent that section 18 of this act applies to a person described by this  

subdivision.

X X X X X X
Data & Entity  Level

X

For:
(a) The processing of personal data for purposes of

targeted advertising;
 (b) The sale of personal data;

 (c) The processing of personal data for purposes of
certain profiling;

(d) The processing of sensitive data; and
 (e) Any processing activity that involves personal 

data that presents a heightened risk of harm to any
consumer.

X Not to exceed $7,500 for each 
violation.

NEW HAMPSHIRE SB 255 Enacted 3/6/2024.

 Persons that conduct business in New Hampshire or persons that produce products or services that are 
targeted to residents of New Hampshire that during a one year period:

(a)  Controlled or processed the personal data of not less than 35,000 unique consumers, excluding 
personal data controlled or processed solely for the purpose of completing a payment transaction; or

(b)  Controlled or processed the personal data of not less than 10,000 unique consumers and derived more
than 25 percent of their gross revenue from the sale of personal data.

X X X X X X
Data & Entity  Level X

For processing that presents a heightened risk of 
harm, including:

(a) The processing of personal data for the purposes 
of targeted advertising;

(b) The sale of personal data;
(c) The processing of personal data for the purposes 

of certain profiling; and
(d) The processing of sensitive data.

X

A violation shall be constituted 
as an unfair method of 

competition or any unfair or 
deceptive act or practice in the 

conduct of any trade or 
commerce within this state 

under
RSA 358-A:2; civil penalties up 
to $10,000 for each violation.

NEW JERSEY S 332 Enacted 1/16/2024.

Controllers that conduct business in the State or produce products or services that are targeted to residents 
of the State, and that during a calendar year either:

a. control or process the personal data of at least 100,000 consumers, excluding personal data processed 
solely for the purpose of completing a payment transaction; or

b. control or process the personal data of at least 25,000 consumers and the controller derives revenue, or 
receives a discount on the price of any goods or services, from the sale of personal data.

X X X X X X
Data & Entity  Level

X X

For processing that presents a heightened risk of 
harm, including:

(1) processing personal data for the purposes of
targeted advertising or certain profiling;

(2) selling personal data;
(3) processing sensitive data.

X
A violation shall be an unlawful 

practice and violation of 
P.L.1960, c.39 (C.56:8-1 et seq.).

X

NEW YORK A 3308 (S 2277)
Digital Fairness Act

First chamber; in 
committee; carryover; 

no movement since 
January 2024.

A legal entity that conducts business in New York state and as part of such business, processes and 
maintains the personal information of five hundred or more unique individuals.

X X

Opt in generally 
required unless 

processing is necessary 
for the completion of 

the requested 
transaction.

X $10,000 or actual damages, whichever is greater. Up to $25,000 per violation or 
up to 4% of annual revenue.

X

NEW YORK A 3593
(S365B)

New York Privacy Act

First chamber; in 
committee; carryover; 

no movement since 
January 2024.

Legal persons that conduct business in New York or produce products or  services  that are  targeted  to 
residents of New York, and that satisfy one or more or the following thresholds:

    (a) have annual gross revenue of $25M or more;
    (b) controls or processes personal data of 100,000 consumers or more;

    (c) controls  or processes personal data of 500,000 natural persons or more nationwide, and controls or 
processes personal data of 10,000 consumers or more; or

(d) derives over 50% of gross revenue from the sale of personal data, and controls or processes personal 
data of 25,000 consumers or more.

X X X X

Opt in generally required 
unless the processing is 

necessary to provide the 
services or goods 

requested by a 
consumer; perform a 
contract to which the 

consumer is a party; or 
take steps at the request 
of the consumer prior to 
entering into a contract.

X
Data Level

NEW YORK A 4374 (S 3162)

First chamber; in 
committee; carryover; 

no movement since 
January 2024.

A sole-proprietorship, partnership, limited-liability company, corporation, association, or other legal entity 
that is organized or operated for the profit or financial benefit of its shareholders or other owners, that 

collects consumers' personal information, that does business in the state, and that satisfies one or more of 
the following thresholds: 

(A) has annual gross revenues in excess of $50M; or 
(B) annually sells, alone or in combination, the personal information of 100,000 or more consumers or 

devices; or 
(C) derives 50% or more of its annual revenues from selling consumers' personal information.

X X X

A violation of this section shall be deemed to constitute an 
injury in fact to the consumer who has suffered the violation, 

and the consumer need not suffer a loss of money or 
property as a result of the violation in order to bring an action 

for a violation of this section. 

A consumer shall recover statutory damages in the amount of 
one thousand dollars or actual damages, whichever is greater,

Up to $7,500 for each violation.

NEW YORK A 6319

First chamber; in 
committee; carryover; 

no movement since 
January 2024.

"Covered entity":
    (i) means any entity or any person, other than an individual acting in a  non-commercial  context, that 

alone or jointly with others determines the purposes  and means  of  collecting,  processing,  or  transferring 
covered data and:

    (A)  is  subject  to  the  Federal Trade Division Act (15 U.S.C. 41 et seq.);
    (B) is a common carrier subject to the Communications Act of 1934  (47 U.S.C. 151  et  seq.) and all acts 

amendatory thereof and supplementary  thereto; or
   (C) is an organization not organized to carry on business for its  own profit or that of its members; and
    (ii) includes any entity or person that controls, is controlled by, or is under common control with the

covered entity.

X X X X X X

X
Safe harbor if in 
compliance with 
GLBA Privacy and 
Safeguards Rules.

A large data holder that uses a covered  algorithm in 
a manner that poses a  consequential risk of harm to 

an individual or group of individuals, and uses such 
covered algorithm solely or in part, to collect,  

process,  or  transfer  covered  data  shall conduct an 
impact assessment.

The court may award the plaintiff:
    (i) an amount equal to the sum of any compensatory 

damages;
    (ii) injunctive relief;

    (iii) declaratory relief; and
    (iv) reasonable attorney's fees and litigation costs.

Treated as an unfair or 
deceptive act or practice X

NEW YORK A 7423 (S 365B)
New York Privacy Act

First chamber; in 
committee; carryover; 

no movement since 
January 2024.

Legal persons that conduct business in New York or produce products or  services  that are  targeted  to 
residents of New York, and that satisfy one or more of the following thresholds:

    (a) have annual gross revenue of $25M or more;
    (b) controls or processes personal data of 50,000 consumers or more; or

(c) derives over 50% of  gross  revenue  from  the  sale  of personal data.

X X X X X
X

Data Level X

For processing that presents  a  heightened  risk of 
harm to a consumer, including:  

(A) the processing of personal data for the purposes 
of targeting advertising, 

(B) the sale of personal data, 
(C)  the  processing  of  personal  data  for  the

purposes  of certain profiling, and 
(D) the processing of sensitive data.

Not more than $20,000 per 
violation X

NEW YORK S 365B
New York Privacy Act

First chamber; in 
committee.

Legal persons that conduct business in New York or produce products or  services  that are  targeted  to 
residents of New York, and that satisfy one or more of the following thresholds:

    (a) have annual gross revenue of $25M or more;
    (b) controls or processes personal data of 50,000 consumers or more; or

(c) derives over 50% of  gross  revenue  from  the  sale  of personal data.

X X X X X
X

Data Level X

For processing that presents  a  heightened  risk of 
harm to a consumer, including:  

(A) the processing of personal data for the purposes 
of targeting advertising, 

(B) the sale of personal data, 
(C)  the  processing  of  personal  data  for  the

purposes  of certain profiling, and 
(D) the processing of sensitive data.

Not more than $20,000 per 
violation X

NEW YORK S 2277 (A 3308)
Digital Fairness Act

First chamber; in 
committee; carryover; 

no movement since 
January 2024.

A legal entity that conducts business in New York state and as part of such business, processes and 
maintains the personal information of five hundred or more unique individuals.

X X

Opt in generally 
required unless 

processing is necessary 
for the completion of 

the requested 
transaction.

X $10,000 or actual damages, whichever is greater. Up to $25,000 per violation or 
up to 4% of annual revenue.

X

NEW YORK S 3162

First chamber; in 
committee; carryover; 

no movement since 
January 2024.

A sole-proprietorship, partnership, limited-liability company, corporation, association, or other legal entity 
that is organized or operated for the profit or financial benefit of its shareholders or other owners, that 

collects consumers' personal information, that does business in the state, and that satisfies one or more of 
the following thresholds: 

(A) has annual gross revenues in excess of $50M; or 
(B) annually sells, alone or in combination, the personal information of 100,000 or more consumers or 

devices; or 
(C) derives 50% or more of its annual revenues from selling consumers' personal information.

X X X

A violation of this section shall be deemed to constitute an 
injury in fact to the consumer who has suffered the violation, 

and the consumer need not suffer a loss of money or 
property as a result of the violation in order to bring an action 

for a violation of this section. 

A consumer shall recover statutory damages in the amount of 
one thousand dollars or actual damages, whichever is 

greater.

Up to $7,500 for each violation.

NEW YORK S 5555
It's Your Data Act

First chamber; in 
committee; carryover; 

no movement since 
January 2024.

A sole proprietorship, partnership, limited liability company, corporation, association, or other legal entity 
that is organized or operated for the profit or financial benefit of its shareholders or other owners, that 

collects consumers' personal information, or on the behalf of which such information is collected and that 
alone, or jointly with others, determines the purposes and means of the processing of consumers' personal 

information, that does business in the state of New York, and that satisfies one or more of the following 
thresholds:

 (1) has annual gross revenues in excess of fifty million dollars, as adjusted pursuant to paragraph (f) of
subdivision one of section six hundred seventy-six-n of this article;

 (2) alone or in combination, annually buys, receives for the business's commercial purposes, sells, or 
discloses for commercial purposes, alone or in combination, the personal information of fifty thousand or 

more  consumers, households, or devices; or
 (3) derives fifty percent or more of its annual revenues from selling consumers' personal information.

X X

Opt in required unless 
reasonably necessary to 

provide a service or 
conduct an activity that 

a  consumer has 
requested or is 

reasonably necessary 
for security or fraud 

prevention.

X
Data Level 

Damages not to exceed $750 per consumer per violation or 
actual damages, whichever is greater.

A violation of this article shall be deemed to constitute an 
injury in fact to the consumer who has  suffered such 

violation, and the consumer need not suffer monetary or 
property loss as a result of such violation in order to bring an 

action.

Up to
$7,500 for each intentional 

violation and up to $2,500 for 
each unintentional violation.

X

NORTH CAROLINA S 525
North Carolina Consumer Privacy 

Act

First chamber; in 
committee; carryover; 
no movement in 2024. 

Any controller or processor who:
(1) Conducts business in this State or produces a product or service that is targeted to consumers who are

residents of this State;
(2) Has annual revenue of twenty-five million dollars ($25,000,000) or more; and

(3) Satisfies one or more of the following thresholds:
a. During a calendar year, controls or processes personal data of 100,000 or more consumers; or

b. Derives over fifty percent (50%) of the entity's gross revenue from the sale of personal data and controls 
or processes personal data of 25,000 or more consumers.

X X X
X

Data & Entity Level X X Not to exceed $7,500.

OHIO HB 345
Ohio Personal Privacy Act

First chamber; in 
committee; carryover; 
no movement in 2024.

Businesses that conduct business in this state, or produce products or services targeted to consumers in this 
state, that satisfy one or more of the following criteria:

(1) The business's annual gross revenues generated in this state exceed $25M dollars;
(2) During a calendar year, the business controls or processes personal data of 100,000 or more

consumers;
(3) During a calendar year, the business derives over 50% of its gross revenue from the sale of personal 

data and processes or controls personal data of 25,000 or more consumers.

X X X X X
Data & Entity Level

X X Up to $5,000 for each violation.

OKLAHOMA HB 1030
Oklahoma Data Privacy Act

Second chamber; in 
committee; carryover; 
no movement in 2024.

A business that does business in Oklahoma, collects consumers' personal information, determines the 
purposes and means of the processing of consumers' personal information, and that satisfies one or more 

of the following thresholds:
(1) has annual gross that exceeds $15M,

(2) alone or in combination, annually buys, receives, shares, or discloses for commercial purposes, alone or 
in combination, the personal information of 50,000 or more consumers, households or devices, or

(3) derives 25% or more of its annual revenues from selling consumers' personal information.

X X X
X

Data & Entity  Level
Not to exceed $2,500 for each 
violation, or $7,500 for each 

intentional violation.

PENNSYLVANIA HB 708
Pennsylvania Consumer Data 

Protection Act

First chamber; in 
committee; carryover; 
no movement in 2024. 

Persons that conduct business in Pennsylvania or produce goods, products or services that are sold or 
offered for sale to residents of Pennsylvania and that:

(1)  during a calendar year, control or process personal data of at least 100,000 consumers; or
(2)  control or process personal data of at least 25,000 consumers and derive over 50% of gross revenue

from the sale of personal data.

X X X X X X
Data & Entity Level X

For the following processing activities:
(1) The processing of personal data for the purposes 

of targeted advertising;
(2) The sale of personal data;

(3) The processing of personal data for the purposes 
of profiling; 

(4) The processing of sensitive data;
(5) Any processing activity involving personal data

that presents a heightened risk of harm to
consumers.

X UP to $7,500 for each violation 
under this act.

PENNSYLVANIA HB 1201
Consumer Data Protection Act

First chamber; in 
committee; carryover.

A controller is any legal entity that meets all of the following criteria:
(i)  Is organized or operated for the profit or financial benefit of its shareholders or other owners.

(ii)  Collects consumers' personal information or on behalf of which consumers' personal information is 
collected and that, alone or jointly with others, determines the purposes and means of the processing of

consumers' personal information.
(iii)  Does business in this Commonwealth.

(iv)  Satisfies any of the following thresholds:
(A)  Has annual gross revenues in excess of $10,000,000.

(B)  Alone or in combination, annually buys or receives, sells or shares for commercial purposes, alone or in 
combination, the personal information of at least 50,000 consumers, households or devices.
(C)  Derives at least 50% of annual revenues from selling consumers' personal information.

X X X X X X
Data & Entity  Level X

If the processing activities present a heightened risk 
of harm to a consumer, including:

(1)  The processing of personal data for the purpose
of targeted advertising.

(2)  The sale of personal data.
(3)  The processing of personal data for the purpose

of certain profiling.
(4)  The processing of sensitive data.

X

Violations of the provisions of
this act shall constitute "unfair 
methods of competition" and
"unfair or deceptive acts or 
practices" under the  Unfair 

Trade Practices and Consumer 
Protection Law.

X

PENNSYLVANIA HB 1947

First chamber; in 
committee; no 

movement since 
January 2024.

A sole proprietorship, partnership, limited liability company, corporation, association or other legal entity 
that is organized or operated for the profit or financial benefit of its shareholders or other owners, that
collects consumers' personal information, or on the behalf of which such information is collected, that 

alone, or jointly with others, determines the purposes and means of the processing of consumers' personal 
information, that does business in this Commonwealth and that satisfies one or more of the following 

thresholds:
(i) Has annual gross revenues in excess of $25,000,000.

(ii) Alone or in combination, annually buys, receives for the business's commercial purposes, sells or shares 
for commercial purposes, alone or in combination, the personal information of 100,000 or more

consumers.
(iii) Derives 50% or more of annual revenues from selling consumers' personal information.

X X X X X
Data Level X

A business, service provider or 
any other person that violates
this section shall be subject to 
an injunction and liable for a
civil penalty of not more than 
$2,500 for each unintentional
violation and not more than 
$7,500 for each intentional

violation.

X

RHODE ISLAND HB 5745
(Carryover)

First Chamber;
Committee held for 

further study 
3/2/2023.

Persons that conduct business in Rhode Island or persons that produce products or services that are 
targeted to residents of Rhode Island and that during the preceding calendar year: 

(1) Controlled or processed the personal data of not less than 100,000 consumers, excluding personal data
controlled or processed solely for the purpose of completing a payment transaction; or 

(2) Controlled or processed the personal data of not less than 25,000 consumers and derived more than 
25% of their gross revenue from the sale of personal data.

X X X X X
Data & Entity  Level X

For processing activities that present a 
heightened risk of harm. Processing that 

presents a heightened risk of harm includes:
(1) The processing of personal data for the 

purposes of targeted advertising; 
(2) The sale of personal data;

(3) The processing of personal data for the 
purposes of profiling; and

(4) The processing of sensitive data.

X

A violation of the 
requirements of the 

provisions of this chapter 
shall constitute an unfair  
sales and deceptive trade 
practice for purposes of 
chapters 13 and 13.1 of 

title 6, and shall be 
enforced solely by the 

attorney general.
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Maurice Wutscher LLP

RHODE ISLAND HB 6236
(Carryover)

First Chamber;
Committee held for 

further study 
4/4/2023.

"Operator" means any person or entity that owns a website located on the Internet or an online service 
that collects and maintains personally identifiable information from a customer residing in this state who 

uses or visits the website or online service, if the website or online service is operated for commercial 
purposes. It does not include any third party that operates, hosts, or manages, but does not own, a website 

or online service on the owner's behalf or by processing information on behalf of the owner. "Operator" 
does not include businesses having ten (10) or fewer employees, or any third party that operates, hosts, or 

manages, but does not own, a website or online service on the owner’s behalf or by processing information 
on behalf of the owner.

X X X X
X

Data & Entity  Level
X

For processing that presents a heightened risk of 
harm to a customer, including:

(1) The processing of personal data for the purposes 
of targeted advertising; 

(2) The sale of personal data;
(3) The processing of personal data for the purposes 

of certain profiling;
(4) The processing of sensitive data.

A violation is a deceptive trade 
practice in violation of chapter 9 

13.1 of title 6.

RHODE ISLAND HB 7787
First chamber; in 

committee.
"Controller" means an individual who, or legal entity that, alone or jointly with others determines the 

purpose and means of processing personal data. X X X X
X

Data & Entity  Level
X

For processing activities that present a heightened 
risk of harm, including:

(1) The processing of personal data for the purposes 
of targeted advertising;

(2) The sale of personal data;
(3) The processing of personal data for certain  

profiling;
(4) The processing of sensitive data.

A violation of the general 
regulatory provisions of 

commercial law in title 6 and 
shall constitute a deceptive 
trade practice in violation of 

chapter 13.1 of title 6.

RHODE ISLAND SB 754
(Carryover)

First chamber; in 
committee; carryover; 
no movement in 2024.

"Operator" means any person or entity that owns a website located on the Internet or an online service 
that collects and maintains personally identifiable information from a customer residing in this state who 

uses or visits the website or online service, if the website or online service is operated for commercial 
purposes. It does not include any third party that operates, hosts, or manages, but does not own, a website 

or online service on the owner's behalf or by processing information on behalf of the owner. "Operator" 
does not include businesses having ten (10) or fewer employees, or any third party that operates, hosts, or 

manages, but does not own, a website or online service on the owner’s behalf or by processing information 
on behalf of the owner.

X X X X
X

Data & Entity  Level
X

For processing that presents a heightened risk of 
harm to a customer, including:

(1) The processing of personal data for the purposes 
of targeted advertising; 

(2) The sale of personal data;
(3) The processing of personal data for the purposes 

of certain profiling;
(4) The processing of sensitive data.

RHODE ISLAND SB 2500
First chamber; in 

committee.
"Controller" means an individual who, or legal entity that, alone or jointly with others determines the 

purpose and means of processing personal data. X X X X
X

Data & Entity  Level
X

For processing activities that present a heightened 
risk of harm, including:

(1) The processing of personal data for the purposes 
of targeted advertising;

(2) The sale of personal data;
(3) The processing of personal data for certain  

profiling;
(4) The processing of sensitive data.

A violation of the general 
regulatory provisions of 

commercial law in title 6 and 
shall constitute a deceptive 
trade practice in violation of 

chapter 13.1 of title 6.

VERMONT HB 121
Second chamber; in 

committee.

A person that conducts business in Vermont or a person that produces products or services that are 
targeted to residents of Vermont and that during the preceding calendar year:

(1) controlled or processed the personal data of not fewer than 6,500 consumers, excluding personal data
controlled or processed solely for the purpose of completing a payment transaction; or

(2) controlled or processed the personal data of not fewer than 3,250 consumers and derived more than 20 
percent of the person’s gross revenue from the sale of personal data.

X X X X X
X

Data Level
X se

For processing activities that present a heightened 
risk of harm, including:

(1) The processing of personal data for the purposes 
of targeted advertising;

(2) The sale of personal data;
(3) The processing of personal data for certain  

profiling;
(4) The processing of sensitive data.

(A) The greater of $1,000.00 or actual damages;
(B) injunctive relief;

(C) punitive damages in the case of an intentional violation;
or 

(D) reasonable costs and attorney’s fees

A violation is an unfair and 
deceptive act in commerce in 

violation of section 2453 of this 
title.

VERMONT SB 269

First chamber; in 
committee; no 

movement since 
January 2024.

A person that conducts business in Vermont or a person that produces products or services that are 
targeted to residents of Vermont and that during the preceding calendar year: 

(1) controlled or processed the personal data of not less than 5 100,000 consumers, excluding personal 
data controlled or processed solely for the purpose of completing a payment transaction; or 

(2) controlled or processed the personal data of not less than 8 25,000 consumers and derived more than 
25 percent of the person’s gross revenue from the sale of personal data.

X X X X X
X

Data & Entity Level
X

For any processing activities that presents a 
heightened risk of harm to a consumer, which  

includes: 
(1) the processing of personal data for the purposes 

of targeted advertising; 
(2) the sale of personal data;

(3) the processing of personal data for certain 
profiling;

(4) the processing of sensitive data.

X

A violation is an unfair and 
deceptive act in commerce in 

violation of section 2453 of this 
title and shall be enforced solely 

by the Attorney General.

WASHINGTON HB 1616 (SB 1616)
People's Privacy Act Failed; adjourned.

A person or legal entity that is not a governmental entity and that conducts business in Washington state, 
processes captured personal information, and: 

(a) has earned or received $10,000,000 or more of annual revenue through 300 or more transactions; or 
(b) processes and/or maintains the captured personal information of 1,000 or more unique individuals 

during the course of a calendar year.

X X X X X

For each of the following processing activities 
involving captured personal information:

(a) The processing of captured personal information 
for purposes of targeted advertising;

(b) The processing of captured personal information 
for the purposes of the sale of captured personal 

information;
(c) The processing of captured personal information 

for purposes of profiling;
(d) Any processing activities involving captured 

personal information that present a heightened risk 
of harm to individuals.

The greater of liquidated damages of $2,000 per violation or 
actual damages, provided that the court may, in its discretion, 

increase the damages awarded up to an amount not to 
exceed three times the actual damages.

The greater of liquidated 
damages of $2,000 per violation 

or actual damages, provided 
that the court may, in its 
discretion, increase the 

damages awarded up to an 
amount not to exceed three 
times the actual damages.

WASHINGTON SB 5643
People's Privacy Act Failed; adjourned.

A person or legal entity that is not a governmental entity and that conducts business in Washington state, 
processes captured personal information, and: 

(a) has earned or received $10,000,000 or more of annual revenue through 300 or more transactions; or 
(b) processes and/or maintains the captured personal information of 1,000 or more unique individuals 

during the course of a calendar year.

X X X X X

For each of the following processing activities 
involving captured personal information:

(a) The processing of captured personal information 
for purposes of targeted advertising;

(b) The processing of captured personal information 
for the purposes of the sale of captured personal 

information;
(c) The processing of captured personal information 

for purposes of profiling;
(d) Any processing activities involving captured 

personal information that present a heightened risk 
of harm to individuals.

The greater of liquidated damages of $2,000 per violation or 
actual damages, provided that the court may, in its discretion, 

increase the damages awarded up to an amount not to 
exceed three times the actual damages.

The greater of liquidated 
damages of $2,000 per violation 

or actual damages, provided 
that the court may, in its 
discretion, increase the 

damages awarded up to an 
amount not to exceed three 
times the actual damages.

WEST VIRGINIA HB 4381 Failed; adjourned.

A credit reporting agency which receives consumer financial information resulting from 
a consumer transaction with any financial institution or any creditor utilizing any credit reporting

agency shall not disclose or sell such consumer financial information without the prior written
consent of the consumer, except as required to process the consumer transaction.

A consumer engaged in a consumer transaction with any financial institution, creditor
utilizing any credit reporting agency, or private business, shall have the right to opt-in to each
disclosure or sale of their personal financial information by the credit reporting agency. This
includes information that a credit report was obtained by, but not limited to, the following:

(1) Financial institutions;
(2) Creditors;

(3) Mortgage lenders; or
(4) Mortgage brokers.

The credit reporting agency shall provide the consumer with all information to determine what personal 
information is being sold or shared.

Financial institutions, creditors, mortgage lenders, or mortgage brokers shall not be subject to any action 
authorized by this article for sharing consumer information with a credit reporting agency.

(1) Against credit reporting agency who negligently or 
recklessly violates this article, liquidated damages of $1,000 

for each violation or actual damages, whichever is greater; or
(2) Against credit reporting agency who intentionally violates 
this article, liquidated damages of $5,000 for each violation

or actual damages, whichever is greater.

Civil penalties of no more than 
$10,000 for each violation of 
this article and all costs and 

attorney’s fees

WEST VIRGINIA HB 5112 Failed; adjourned.

A sole proprietorship, partnership, limited liability company, corporation, association, or legal entity that:
(1) Is organized or operated for the profit or financial benefit of its shareholders or owners;
(2) Does business or conducts sales in this state, for money or other valuable consideration;
(3) Collects personal information about consumers, or is the entity on behalf of which such

information is collected;
(4) Determines the purposes and means of processing personal information about consumers alone or 

jointly with others; and
(5) Satisfies one or more of the following thresholds:

(A) Has global annual gross revenues in excess of $25 million, as adjusted in January of every odd-numbered 
year to reflect any increase in the Consumer Price Index.

(B) Annually buys, receives for the business's commercial purposes, sells, or shares for commercial 
purposes, the personal information of 50,000 or more consumers, households, or devices.

(C) Derives 50 percent or more of its global annual revenues from selling or sharing personal information 
about consumers.

X X X X X

Damages in an amount not less than $100 and not greater 
than $750 per consumer per incident or actual damages, 

whichever is greater, for an unauthorized access and 
exfiltration, theft, or disclosure nonencrypted and 

nonredacted personal information or e-mail
address, in combination with a password or security question 

and answer that would allow access to the account, as a 
result

of a business' violation of the duty to implement and 
maintain reasonable security procedures and practices 

appropriate to the nature of the information to protect the 
personal information.

Not more than $2,500 for each 
unintentional violation or 

$7,500 for each intentional 
violation. The fines may be 

tripled if the violation involves a 
consumer who is 16 years of 

age or younger.

X

WEST VIRGINIA HB 5338
Consumer Data Protection Act Vetoed by Governor.

House Committee Substitute:
"Covered entity" means a business that accesses, maintains, communicates, or processes personal 

information or restricted information in or through one or more systems, networks, or services located in 
or outside this state.

A covered entity seeking an affirmative defense under this chapter shall create, maintain, and comply with 
a written cybersecurity program that contains administrative, technical, operational, and physical 

safeguards for the protection of personal information.

A covered entity’s cybersecurity 
program reasonably conforms to 

an industry-recognized 
cybersecurity framework for 

purposes of this article if . . . the 
covered entity is subject to and 

reasonably conforms to Title V of 
the federal Gramm-Leach-Bliley 

Act. 

X

WEST VIRGINIA HB 5698 Failed; adjourned.

Persons that conduct business in the state or produce products or services that are targeted to residents of 
the state and that

(1) During a calendar year, control or process personal data of at least 100,000 consumers;
(2) Control or process personal data of at least 25,000 consumers and derive over 50 percent of gross 

revenue from the sale of personal data; or
(3) Have annual gross revenues generated in this state which exceed $25,000,000.

X X X X X X
Data & Entity Level

X

For:
(1) The processing of personal data for purposes of

targeted advertising;
(2) The sale of personal data;

(3) The processing of personal data for purposes of
certain profiling;

(4) The processing of sensitive data; and
(5) Any processing activities involving personal data

that present a heightened risk of harm to
consumers.

Up to $7,500 for each violation. X

WISCONSIN AB 466 (SB 642) Failed; adjourned.

Persons that conduct business in Wisconsin or produce products or services that are targeted to residents 
of this state and who satisfy either of the following:

1. During a calendar year, the person controls or processes personal data of at least 100,000 consumers.
2. The person controls or processes personal data of at least 25,000 consumers and derives over 50 

percent of gross revenue from the sale of personal data.

X X X X X X
Data & Entity Level

X

For processing activities involving personal data:
(1) The processing of personal data for purposes of

targeted advertising;
(2) The sale of personal data;

(3) The processing of personal data for purposes of
profiling;

(4) The processing of sensitive data; and
(5) Any processing activities involving personal data

that present a heightened risk of harm to
consumers.

X Up to $7,500 for each violation.

WISCONSIN SB 642 (AB 466) First chamber; in 
committee; carryover.

Persons that conduct business in Wisconsin or produce products or services that are targeted to residents 
of this state and who satisfy either of the following:

1. During a calendar year, the person controls or processes personal data of at least 100,000 consumers.
2. The person controls or processes personal data of at least 25,000 consumers and derives over 50 

percent of gross revenue from the sale of personal data.

X X X X X X
Data & Entity Level

X

For processing activities involving personal data:
(1) The processing of personal data for purposes of

targeted advertising;
(2) The sale of personal data;

(3) The processing of personal data for purposes of
profiling;

(4) The processing of sensitive data; and
(5) Any processing activities involving personal data

that present a heightened risk of harm to
consumers.

X Up to $7,500 for each violation.
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