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LEGISLATION STATUS
9/25/2025

THRESHOLDS/APPLICABILITY/DESCRIPTION
RIGHT TO KNOW 

AND ACCESS
RIGHT TO 
CORRECT

RIGHT TO DELETE
RIGHT TO OPT OUT/
RESTRICT CERTAIN 

PROCESSING

OPT IN FOR 
PROCESSING SENSITIVE 

DATA
GLBA EXEMPTION

EMPLOYMENT 
EXEMPTION

SPECIFIC 
CONTRACT 

REQUIREMENTS

SPECIFIC SECURITY 
STANDARDS

RISK ASSESSMENTS PRIVATE RIGHT OF ACTION
RIGHT TO 

CURE
CIVIL PENALTY RULEMAKING

ALABAMA HB 283 Did not pass.

Persons that conduct business in this state or persons that produce products or services that are 
targeted to residents of this state and that meet either of the following qualifications:

(1) Control or process the personal data of more than 50,000 consumers, excluding personal data
controlled or processed solely for the purpose of completing a payment transaction.

(2) Control or process the personal data of more than 25,000 consumers and derive more than 25 
percent of gross revenue from the sale of personal data.

X X X X X

X
Data and entity level.

A financial institution 
or an affiliate of a 

financial institution 
governed by 15 U.S.C. 

Chapter 94, and
 personal data 

collected, processed, 
sold, or disclosed in 
accordance with 15 
U.S.C. Chapter 94.

X X X X Not specified.

ARKANSAS SB 258 Did not pass.

A person that: 
(1) Conducts business in this state or produces a product or service consumed by residents of this state; 

(2) Processes or engages in the sale of personal data; and
(3) Is not a small business as defined by the United States Small Business Administration

However, an employer who employs fifty (50) or more full-time equivalent employees and uses a 
person’s data to train a high-risk artificial intelligence system, including when a high-risk artificial 

intelligence system continues learning based on the person’s data, § 4-120-601 et seq. applies if the 
person: 

(1) Uses a high-risk artificial intelligence system outside the scope of the intended uses that are
disclosed to the person; or 

(2) Fails to make available to consumers any impact assessment that a developer of a high-risk artificial 
intelligence system has completed and provided to the deployer.

X X X X X
X

Data and entity level.
X X X

A violation is an unfair and 
deceptive act or practice.

CONNECTICUT SB 1295 Enacted 6/24.

Numerous amendments to the CDPA.

Persons that:
(1) Conduct business in this state, or produce products or services that are targeted to residents of this
state, and during the preceding calendar year controlled or processed the personal data of not fewer 
than thirty-five thousand consumers, excluding personal data controlled or processed solely for the 

purpose of completing a payment transaction;
(2) control or process consumers' sensitive data, excluding personal data controlled or processed solely 

for the purposes of completing a payment transaction; or 
(3) offer consumers' personal data for sale in trade or commerce.

X X X X X
X

Data level.
X X

X
Adds Impact 

Assessments for 
profiling for the 

purposes of making 
a decision that 

produces any legal 
or similarly 

significant effect.

Unfair trade practice under 
Conn. Gen. Stat. § 42-110b.

CONNECTICUT SB 1356 Did not pass. Removes the entity-level GLBA exemption.

GEORGIA SB 111 Did not pass.

A person that conducts business in this state by producing products or services targeted to consumers 
of this state that exceeds $25 million in revenue and that:

(1) Controls or processes personal information of at least 25,000 consumers and derives more than 50 
percent of gross revenue from the sale of personal information; or

(2) During a calendar year, controls or processes personal information of at least 175,000 consumers.

X X X X X
X

Data and entity level.
X X X X

Up to $7,500.00 for each 
violation, or treble damages for 

willful or knowing violations.

HAWAII SB 1037 Did not pass.

Persons that conduct business in the State or produce products or services that are targeted to 
residents of the State and during a calendar year:

(1) Control or process personal data of at least one hundred thousand consumers; or
(2) Control or process personal data of at least twenty-five thousand consumers and derive over twenty-

five percent of gross revenue from the sale of personal data.

X X X X X
X

Data level.
X X X X

Up to $7,500 for
each violation.

ILLINOIS HB 3041 Did not pass.
"Covered entity" means any entity or any person, other than an individual acting in a non-commercial 

context, that alone or jointly with others determines the purposes and means of collecting, processing, 
or transferring covered data.

X X X X X X

An amount equal to the sum of 
any compensatory, liquidated, or 

punitive damages;
injunctive relief;

declaratory relief; and
reasonable attorney's fees and 

litigation costs.

Amount not specified. X

ILLINOIS HB 3494 Did not pass.

"Regulated entity" means any individual, partnership, corporation, limited liability company, 
association, or other group, however organized, that: (i) conducts business in this State or produces 

products or services that are available to individuals in this State; and (ii) for any purpose, processes or 
otherwise deals with health data.

"Health data" means information regarding, relating to, derived, or extrapolated from the past, 
present, or future physical or mental health of an individual...

X X
X

Data level.

A prevailing party may recover for 
each violation:

(1) against any offending party 
that negligently violates a 

provision of this Act, liquidated 
damages of $1,000 or actual 

damages, whichever is greater;
(2) against any offending party 
that intentionally or recklessly
violates a provision of this Act,

liquidated damages of $5,000 or
actual damages, whichever is

greater;

A violation Is an
unlawful practice under the 

Consumer Fraud and Deceptive
Business Practices Act.

ILLINOIS SB 52 Did not pass.

"Business" means:
(1) a sole proprietorship, partnership, limited liability company, corporation, association, or other

legal entity that is organized or operated for the profit or financial benefit of its shareholders or other 
owners, that collects consumers' personal information, or on the behalf of which such information is 

collected and that determines the purposes and means of the processing of consumers' personal 
information, does business in this State, and satisfies one or more of the following thresholds:

(A) as of January 1 of the calendar year, had annual gross revenues in excess of $25,000,000 in the
preceding calendar year;

(B) alone or in combination, annually, buys, sells, or shares the personal information of 100,000 or
more consumers or households; or

(C) derives 50% or more of its annual revenues from selling or sharing consumers' personal information.

X X X X

X
Data level, except in 

the event of a breach 
resulting from a 

business's violation 
of the duty to 

implement and 
maintain reasonable 
security procedures 

and practices.

X X Per rulemaking.

For any breach resulting from a 
business's violation of the duty to 

implement and maintain 
reasonable security procedures 

and practices.

X
Not more than $2,500 for each 

violation or $7,500 for each 
intentional violation.

X

ILLINOIS SB 2273 Did not pass.

"Regulated entity" means any individual, partnership, corporation, limited liability company, 
association, or other group, however organized, that: (i) conducts business in this State or produces 

products or services that are available to individuals in this State; and (ii) for any purpose, processes or 
otherwise deals with health data.

"Health data" means information regarding, relating to, derived, or extrapolated from the past, 
present, or future physical or mental health of an individual...

X X
X

Data level.

A prevailing party may recover for 
each violation:

(1) against any offending party 
that negligently violates a 

provision of this Act, liquidated 
damages of $1,000 or actual 

damages, whichever is greater;
(2) against any offending party 
that intentionally or recklessly
violates a provision of this Act,

liquidated damages of $5,000 or
actual damages, whichever is

greater;
(3) reasonable attorney's fees and

costs.

A violation Is an
unlawful practice under the 

Consumer Fraud and Deceptive
Business Practices Act.

IOWA HF 503 Did not pass.

Amends the Iowa Consumer Data Protection Act by:
● Removing the GLBA and other exemptions for “health data,” defined as "data that pertains to the 

health status of an individual that discloses information related to the past, current, or future physical 
or mental health status of the individual."

● Adding a consumer right to be notified of, or to opt out of, profiling in furtherance of a decision that
produces legal or similarly significant effects concerning a consumer.

IOWA SF 143 Did not pass.

Amends the Iowa Consumer Data Protection Act by:
● Removing the GLBA and other exemptions for “health data,” defined as "data that pertains to the 

health status of an individual that discloses information related to the past, current, or future physical 
or mental health status of the individual."

● Adding a consumer right to be notified of, or to opt out of, profiling in furtherance of a decision that
produces legal or similarly significant effects concerning a consumer.

KENTUCKY HB 473 Enacted 3/15. Adds exemptions to the Kentucky Consumer Data Protection Act for certain HIPAA-related information.

MAINE LD 1088 (HP 710) Did not pass.

From July 1, 2026 to December 31, 2027, the provisions of this chapter apply to persons that conduct 
business in this State or persons that produce products or services that are targeted to residents of this 

State and that during the preceding calendar year:
A. Controlled or processed the personal data of not less than 100,000 consumers, excluding personal

data controlled or processed solely for the purpose of completing a payment transaction; or
B. Controlled or processed the personal data of not less than 25,000 consumers and derived more than 

25% of gross revenue from the sale of personal data.

Beginning January 1, 2028, the provisions of this chapter apply to persons that conduct business in this 
State or persons that produce products or services that are targeted to residents of this State and that 

during the preceding calendar year:
A. Controlled or processed the personal data of not less than 50,000 consumers, excluding personal

data controlled or processed solely for the purpose of completing a payment transaction; or
B. Controlled or processed the personal data of not less than 25,000 consumers and derived more than 

25% of gross revenue from the sale of personal data.

X X X X X
X

Data and entity level.
X X X X

A violation constitutes an 
unfair trade practice under the 
Maine Unfair Trade Practices 

Act, except that the provisions 
of Title 5, section 207, 

subsection 2 do not apply to 
this chapter and except as 

provided in subsections 2 and 
3. The Attorney General has

the exclusive authority to
enforce violations of this
chapter under the Maine

Unfair Trade Practices Act.

MAINE LD 1224 (HP 799) Did not pass.

From July 1, 2026 to December 31, 2027, the provisions of this chapter apply to persons that conduct 
business in this State or persons that produce products or services that are targeted to residents of this 

State and that during the preceding calendar year:
A. Controlled or processed the personal data of not less than 100,000 consumers, excluding personal

data controlled or processed solely for the purpose of completing a payment transaction; or
 B. Controlled or processed the personal data of not less than 25,000 consumers and derived more than 

25% of gross revenue from the sale of personal data.

Beginning January 1, 2028, the provisions of this chapter apply to persons that conduct business in this 
State or persons that produce products or services that are targeted to residents of this State and that 

during the preceding calendar year:
 A. Controlled or processed the personal data of not less than 50,000 consumers, excluding personal

data controlled or processed solely for the purpose of completing a payment transaction; or
B. Controlled or processed the personal data of not less than 25,000 consumers and derived more than 

25% of gross revenue from the sale of personal data.

X X X X X
X

Data and entity level.
X X X X

A violation of this chapter 
constitutes an unfair trade 
practice under the Maine 
Unfair Trade Practices Act, 

except that the provisions of 
Title 5, section 207, subsection 
2 do not apply to this chapter 

and except as provided in 
subsections 2 and 3. The 
Attorney General has the 

exclusive authority to enforce 
violations of this chapter under 

the Maine Unfair Trade 
Practices Act.

MAINE LD 1822 (HP 1220) Did not pass.

Persons that conduct business in this State or persons that produce products or services that are 
targeted to residents of this State and that during the preceding calendar year:

A. Controlled or processed the personal data of not less than 35,000 consumers, excluding personal
data controlled or processed solely for the purpose of completing a payment transaction; or

B. Controlled or processed the personal data of not less than 10,000 consumers and derived more than 
20% of gross revenue from the sale of personal data.

X X X X
X

Data level.
X X X X

A violation of this chapter 
constitutes an unfair trade 
practice under the Maine 
Unfair Trade Practices Act, 

except that the provisions of 
Title 5, section 213 do not 
apply to this chapter and 

except as provided in 
subsection 2. The Attorney 
General has the exclusive 

authority to enforce violations 
of this chapter under the 

Maine Unfair Trade Practices 
Act.

MASSACHUSETTS H 78 Joint committee.

Persons that conduct business in this state or persons that produce products or services that are 
targeted to residents of this state and that during the preceding calendar year:

 (a) Collected or processed the personal data of not less than 25,000 consumers, excluding personal
data controlled or processed solely for the purpose of completing a payment transaction, so long as all 

personal data collected or processed for such purpose was deleted or de-identified within 90 days, 
except when necessary to investigate fraud or as consistent with a business’s return policy; or

 (b) derived revenue from the sale of personal data.

X X X X

X
Unless such collection, 
processing, or transfer 
is strictly necessary to 
provide or maintain a 

specific product or 
service requested by 

the consumer to whom 
the sensitive data 

pertains.

X
Data level.

X X X

Damages in an amount not less 
than $15,000 per individual per 

violation, punitive damages, 
injunctive relief, declaratory relief, 

attorney's fees.

Not less than $15,000 per 
individual per violation.

X

MASSACHUSETTS H 80 Joint committee.

Persons that conduct business in this state or persons that produce products or services that are 
targeted to residents of this state and that during the preceding calendar year: 

(A) Controlled or processed the personal data of not less than one hundred thousand consumers, 
excluding personal data controlled or processed solely for the purpose of completing a payment 

transaction; or 
(B) controlled or processed the personal data of not less than twenty-five thousand consumers and 

derived more than twenty-five per cent of their gross revenue from the sale of personal data.

X X X X X
X

Data and entity level.
X X X X

A violation is an unfair trade 
practice and shall be enforced 

solely by the Attorney General.

Consent is required for processing or sharing 
unless it is for one of the permissible purposes 

listed, such as to initiate, manage, or complete a 
transaction or fulfill an order for specific 

products or services requested by an individual, 
including any associated routine administrative, 
operational, and account-servicing activity such 

as billing, shipping, delivery, storage, and 
accounting.

Additional permissible purposes may be added 
through rulemaking.

A regulated entity shall not process health data, 
except:

(1) with the consent of the individual to whom 
the information relates for a specified purpose;

or
(2) as is strictly necessary to provide a product or

service that the individual to whom the health 
data relates has specifically requested from the

regulated entity.

A regulated entity shall not process health data, 
except:

(1) with the consent of the individual to whom 
the information relates for a specified purpose;

or
(2) as is strictly necessary to provide a product or

service that the individual to whom the health 
data relates has specifically requested from the 

regulated entity.

2025 Data Privacy Legislation

https://alison.legislature.state.al.us/bill-search?tab=1&search=283
https://arkleg.state.ar.us/Bills/Detail?id=SB258&ddBienniumSession=2025%2F2025R&Search=
https://www.cga.ct.gov/asp/cgabillstatus/cgabillstatus.asp?selBillType=Bill&bill_num=SB01356&which_year=2025
https://www.legis.ga.gov/legislation/69990
https://www.capitol.hawaii.gov/session/measure_indiv.aspx?billtype=SB&billnumber=1037&year=2025
https://ilga.gov/legislation/BillStatus.asp?DocNum=3041&GAID=18&DocTypeID=HB&LegId=161318&SessionID=114&GA=104
https://ilga.gov/legislation/BillStatus.asp?DocNum=3494&GAID=18&DocTypeID=HB&LegId=162167&SessionID=114&GA=104
https://ilga.gov/legislation/BillStatus.asp?DocNum=52&GAID=18&DocTypeID=SB&LegId=157157&SessionID=114&GA=104
https://ilga.gov/legislation/BillStatus.asp?DocNum=2273&GAID=18&DocTypeID=SB&LegId=162055&SessionID=114&GA=104
https://www.legis.iowa.gov/legislation/BillBook?ga=91&ba=hf503
https://www.legis.iowa.gov/legislation/BillBook?ga=91&ba=sf143
https://apps.legislature.ky.gov/record/25rs/hb473.html
https://legislature.maine.gov/billtracker/#Paper/1088?legislature=132
https://legislature.maine.gov/billtracker/#Paper/1224?legislature=132
https://legislature.maine.gov/billtracker/#Paper/hp1220?legislature=132
https://malegislature.gov/Bills/194/HD2135
https://malegislature.gov/Bills/194/HD4073
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MASSACHUSETTS H 103 Joint committee.

“Covered entity”, any entity or any person, other than an individual acting in a non-commercial 
context, that alone or jointly with others determines the purposes and means of collecting, processing, 

or transferring covered data.

“Covered data”, information, including derived data, inferences, and unique persistent identifiers that 
identifies or is linked or reasonably linkable, alone or in combination with other information, to an 

individual or a device that identifies or is linked or reasonably linkable to an individual.

X X X X

X
Unless the collection or 

processing is strictly 
necessary to provide or 

maintain a specific 
product or service 
requested by the 

individual to whom the 
covered data pertains.

X
Data level.

X

Actual damages or $5,000,  
whichever is higher.

If a large data holder, liquidated 
damages of not less than 0.15% of 
the annual global revenue of the 

covered entity or $15,000 per 
violation, whichever is greater.

(i) Not less than 0.15% of the
annual global revenue or 

$15,000, whichever is greater, 
per violation; and 

(ii) not more than 4% of the 
annual global revenue of the

covered entity, service
provider, or third-party or 
$20,000,000, whichever is
greater, per action if such
action includes multiple

violations to multiple
individuals.

X

MASSACHUSETTS H 104 Joint committee.

“Covered entity”, any entity or any person, other than an individual acting in a non-commercial 
context, that alone or jointly with others determines the purposes and means of collecting, processing, 

or transferring covered data. 

The term “covered entity” does not include . . . any entity or person that meets the following criteria 
for the period of the preceding calendar years:

(A) the entity or person’s average annual gross revenues during the period did not exceed $20,000,000;

(B) the entity or person, on average, did not annually collect or process the covered data of more than 
25,000 individuals during the period, other than for the purpose of initiating, rendering, billing for,

finalizing, completing, or otherwise collecting payment for a requested service or product, so long as all 
covered data for such purpose was deleted or de-identified within 90 days, except when necessary to

investigate fraud or as consistent with a covered entity’s return policy; and

(C) no component of its revenue comes from transferring covered data during any year (or part of a
year if the covered entity has been in existence for less than 1 year) that occurs during the period.

X X X

Consent is required 
unless the collection or 
processing is for one of 

the enumerated 
purposes.

X
Except where such 

collection or processing 
is  strictly necessary to 
provide or maintain a 

specific product or 
service requested by 

the individual, or if for 
one of enumerated 

purposes.

X
Data level.

X

Actual damages or $5,000,  
whichever is higher.

If a large data holder, liquidated 
damages of not less than 0.15% of 
the annual global revenue of the 

covered entity or $15,000 per 
violation, whichever is greater.

(i) Not less than 0.15% of the 
annual global revenue or

$15,000, whichever is greater, 
per violation; and 

(ii) not more than 4% of the
annual global revenue of the 

covered entity, service 
provider, or third-party or 
$20,000,000, whichever is 
greater, per action if such 
action includes multiple 

violations to multiple 
individuals.

X

MASSACHUSETTS H 461 Joint committee.

Any legal entity that: 
(a) conducts business in Massachusetts or produces products or services that are targeted to

consumers in Massachusetts and 
(b) collects, shares, or sells Consumer Health Data.

“Consumer Health Data,” personal information a Regulated Entity uses to identify the past, present, or 
future physical or mental health of a consumer...

X X
Cannot collect or share 
Consumer Health Data 

without consent.

HIPAA - Covered 
entities and business 

associates.

Unfair or deceptive act in trade 
or commerce in violation of the 
Consumer Protection Act. The 
Attorney General shall have 

exclusive authority to enforce 
the provisions of this chapter.

MASSACHUSETTS H 1754 Joint committee.

Modeled after the GDPR.

Applies to the processing of personal data wholly or partly by automated means and to the processing 
other than by automated means of personal data which form part of a filing system or are intended to 

form part of a filing system.

Applies to the processing of personal data in the context of the activities of an establishment of a 
controller or a processor in the commonwealth, regardless of whether the processing takes place in the 

commonwealth.

Applies to the processing of personal data of data subjects who are in the commonwealth by a 
controller or processor not established in the commonwealth where the processing activities are 

related to: (i) the offering of goods or services, irrespective of whether a payment of the data subject is 
required, to data subjects in the commonwealth; or (ii) the monitoring of data subjects’ behavior as far 

as the behavior takes place within the commonwealth.

Up to $10,000,000, or in the 
case of an undertaking, up to 2 
percent of the total worldwide 

annual turnover of the 
preceding financial year, 

whichever is higher.

MASSACHUSETTS S 29
Joint committee; new 

draft S.2516.

“Covered entity”, any entity or any person, other than an individual acting in a non-commercial 
context, that alone or jointly with others determines the purposes and means of collecting, processing, 

or transferring covered data. 

The term “covered entity” does not include . . . any entity or person that meets the following criteria 
for the period of the preceding calendar years:

(A) the entity or person’s average annual gross revenues during the period did not exceed $20,000,000;

(B) the entity or person, on average, did not annually collect or process the covered data of more than 
25,000 individuals during the period, other than for the purpose of initiating, rendering, billing for,

finalizing, completing, or otherwise collecting payment for a requested service or product, so long as all 
covered data for such purpose was deleted or de-identified within 90 days, except when necessary to

investigate fraud or as consistent with a covered entity’s return policy; and

(C) no component of its revenue comes from transferring covered data during any year (or part of a
year if the covered entity has been in existence for less than 1 year) that occurs during the period.

X X X

Consent is required 
unless the collection or 
processing is for one of 

the enumerated 
purposes.

X
Except where such 

collection or processing 
is strictly necessary to 
provide or maintain a 

specific product or 
service requested by 

the individual, or if for 
one of enumerated 

purposes.

X
Data level.

X

Actual damages or $5,000,  
whichever is higher.

If a large data holder, liquidated 
damages of not less than 0.15% of 
the annual global revenue of the 

covered entity or $15,000 per 
violation, whichever is greater.

(i) Not less than 0.15% of the 
annual global revenue or

$15,000, whichever is greater, 
per violation; and 

(ii) not more than 4% of the
annual global revenue of the 

covered entity, service 
provider, or third-party or 
$20,000,000, whichever is 
greater, per action if such 
action includes multiple 

violations to multiple 
individuals.

X

MASSACHUSETTS S 33
Joint committee; new 

draft S.2516.

Persons that conduct business in this state or persons that produce products or services that are 
targeted to residents of this state and that during the preceding calendar year: 

(A) Controlled or processed the personal data of not less than one hundred thousand consumers, 
excluding personal data controlled or processed solely for the purpose of completing a payment 

transaction; or 
(B) controlled or processed the personal data of not less than twenty-five thousand consumers and 

derived more than twenty-five per cent of their gross revenue from the sale of personal data.

X X X X X
X

Data and entity level.
X X X X

A violation is an unfair trade 
practice and shall be enforced 

solely by the Attorney General.

MASSACHUSETTS S 45
Joint committee; new 

draft S.2516.

“Covered entity”, any entity or any person, other than an individual acting in a non-commercial 
context, that alone or jointly with others determines the purposes and means of collecting, processing, 

or transferring covered data.

The term “covered entity” does not include:
Any entity or person that meets the following criteria for the period of the preceding calendar years (or 
for the period during which the covered entity or service provider has been in existence if such period 

is less than 3 years):
 - the entity or person’s average annual gross revenues during the period did not exceed $20,000,000; 
- the entity or person, on average, did not annually collect or process the covered data of more than 
25,000 individuals during the period, other than for the purpose of initiating, rendering, billing for,

finalizing, completing, or otherwise collecting payment for a requested service or product, so long as all 
covered data for such purpose was deleted or de-identified within 90 days, except when necessary to

investigate fraud or as consistent with a covered entity’s return policy; and
- no component of its revenue comes from transferring covered data during any year (or part of a year

if the covered entity has been in existence for less than 1 year) that occurs during the period.

X X X X X
X

Data Level
X

Actual damages or $5,000,  
whichever is higher.

If a large data holder, liquidated 
damages of not less than 0.15% of 
the annual global revenue of the 

covered entity or $15,000 per 
violation, whichever is greater.

Not less than 0.15% of the 
annual global revenue or 

$15,000, whichever is greater, 
per violation; and not more 

than 4% of the annual global 
revenue of the covered entity, 
data processor, or third-party 
or $20,000,000, whichever is 

greater, per action if such 
action includes multiple 

violations to multiple 
individuals.

X

MASSACHUSETTS S 250 Joint committee.

Any legal entity that: 
(a) conducts business in Massachusetts or produces products or services that are targeted to

consumers in Massachusetts and 
(b) collects, shares, or sells Consumer Health Data.

“Consumer Health Data,” personal information a Regulated Entity uses to identify the past, present, or 
future physical or mental health of a consumer...

X X
Cannot collect or share 
Consumer Health Data 

without consent.

HIPAA - Covered 
entities and business 

associates.

Unfair or deceptive act in trade 
or commerce in violation of the 
Consumer Protection Act. The 
Attorney General shall have 

exclusive authority to enforce 
the provisions of this chapter.

MASSACHUSETTS S 301 Joint committee.

This chapter shall apply to:
(i) a controller or processor that conducts business in the commonwealth;

(ii) the processing of personal information by a controller or processor not physically established in the
commonwealth, where the processing activities are related to: (A) the offering of goods or services that
are targeted to individuals; or (B) the monitoring of behavior of individuals where such behavior takes

place in the commonwealth; or
(iii) an entity that voluntarily certifies to the attorney general that it is fully in compliance with, and

agrees to be bound by, this chapter.

X X X X X
X

Data Level.
X X X

Up to $500 per individual per 
incident or actual damages, 
whichever is greater, if an 

individual's personal information 
is subject to a breach of security 

as a result of a controller’s failure 
to implement and maintain 

reasonable cybersecurity controls.

X
Civil penalties of up to $7,500 

for each violation

MASSACHUSETTS S 2516 Joint committee.

Persons that conduct business in this state or persons that produce products or services that are 
targeted to residents of this state and that during the preceding calendar year:

(a) Collected or processed the personal data of not less than 25,000 consumers, excluding personal
data controlled or processed solely for the purpose of completing a payment transaction, so long as all 

personal data collected or processed for such purpose was deleted or de-identified within 90 days, 
except when necessary to investigate fraud or as consistent with a business’s return policy; or

(b) derived revenue or other valuable consideration from the sale of personal data.

X X X X X
X

Data Level.
X x X

(1) Damages in an amount not
less than $15,000 per individual 

per violation, or actual damages, 
whichever is greater;
(2) punitive damages;
(3) injunctive relief;

(4) declaratory relief; or
(5) reasonable attorney's fees and

litigation costs.

Civil penalties in an amount 
not less than $15,000 per 
individual per violation.

X

MASSACHUSETTS S 2608 Joint committee.

Persons that during the preceding calendar year: 
(i) collected or processed the personal data of not less than 60,000 consumers, excluding personal data

controlled or processed solely for the purpose of completing a payment transaction; 
(ii) collected or processed the personal data of not less than 20,000 consumers and derived not less

than 20 percent of its gross revenue from the sale of personal data; or 
(iii) collected, processed or transferred reproductive or sexual health data of consumers.

X X X X X
X

Data Level.
X X X X X

Not more than $5,000 per 
violation.

X

MASSACHUSETTS S 2619 Joint committee.

Persons that during the preceding calendar year: 
(i) collected or processed the personal data of not less than 60,000 consumers, excluding personal data

controlled or processed solely for the purpose of completing a payment transaction; 
(ii) collected or processed the personal data of not less than 20,000 consumers and derived not less

than 20 percent of its gross revenue from the sale of personal data; or 
(iii) collected, processed or transferred reproductive or sexual health data of consumers.

X X X X X
X

Data Level.
X X X X X

Not more than $5,000 per 
violation.

X

MICHIGAN SB 359
First chamber; in 

committee.

A person that does both of the following:
(a) Conducts business in this state or produces products or services that are targeted to residents of 

this state.
(b) During a calendar year, does either of the following:

(i) Controls or processes personal data of not fewer than 100,000 consumers.
(ii) Controls or processes personal data of not fewer than 25,000 consumers and derives any revenue

from the sale of personal data.

X X X X X
X

Data level.
X X X X

Not more than $7,500.00 for 
each violation.

MINNESOTA HF 2700 Did not pass. Requires consent to process "health data," but the GLBA data-level exclusion remains.
MINNESOTA SF 2940 Did not pass. Requires consent to process "health data," but the GLBA data-level exclusion remains.
MISSISSIPPI SB 2500 Did not pass.
MISSISSIPPI SB 2779 Did not pass.

MONTANA SB 297 Enacted 5/8.

Amends the Montana Consumer Data Privacy Act, in part, by limiting the entity-level exemption to 
banks and credit unions; the data-level GLBA exemption remains unchanged.

Substantially reduces the applicability thresholds. 

NEW JERSEY A 4741 (S 4315)
First chamber; in 

committee.

Amends the NJ Privacy Act by prohibiting a controller or processor from:
(1) re-identifying de-identified data before or after the sale of

personal data that has been previously de-identified;
(2) providing a third party the means to re-identify personal data

after the sale of de-identified data to the third party; or
(3) engaging a third party to re-identify de-identified data before

or after the sale of the de-identified data.

NEW JERSEY S 4315 (A 4741)
First chamber; in 

committee.

Amends the NJ Privacy Act by prohibiting a controller or processor from:
(1) re-identifying de-identified data before or after the sale of

personal data that has been previously de-identified;
(2) providing a third party the means to re-identify personal data

after the sale of de-identified data to the third party; or
(3) engaging a third party to re-identify de-identified data before

or after the sale of the de-identified data.

NEW MEXICO HB 307 Did not pass.

"Covered entity" means a sole proprietorship, partnership, limited liability company, corporation, 
association, affiliate or other legal entity that:

(1) is organized or operated for the profit or financial benefit of the entity's shareholders or other
owners;

(2) offers online features, products or services to consumers in New Mexico; and
(3) alone or jointly with others, determines the purposes and means of:

(a) collecting personal data directly from consumers;
(b) using personal data for targeted advertising; or

(c) engaging in the brokerage of personal data.

X X X

Opt in is required 
unless the processing is 
necessary to provide a 

product or service.

A covered entity that 
is in compliance with 
federal privacy laws is 

deemed to be in 
compliance with the 

Act solely and 
exclusively with 
respect to data 
subject to the 

requirements of 
federal law.

X

A consumer who claims to have 
suffered a deprivation of the 

rights may maintain an action to 
establish liability and recover 

damages or equitable or 
injunctive relief.

Not more than $2,500 per 
affected consumer, or $7,500 if 

intentional.
X

NEW MEXICO HB 410 Did not pass.

Persons that conduct business in this state and persons that produce products or services that are 
targeted to residents of this state and that during the preceding calendar year did any of the following:

(1) controlled or processed the personal data of at least thirty-five thousand consumers, excluding 
personal data controlled or processed solely for the purpose of completing a payment transaction; or
(2) controlled or processed the personal data of at least ten thousand consumers and derived more

than twenty percent of its gross revenue from the sale of personal data.

X X X X X
X

Data and entity level.
X X X X

Up to $10,000 for each 
violation.

NEW MEXICO SB 420 Did not pass.

"Covered entity" means a sole proprietorship, partnership, limited liability company, corporation, 
association, affiliate or other legal entity that:

(1) is organized or operated for the profit or financial benefit of the entity's shareholders or other
owners;

(2) offers online features, products or services to consumers in New Mexico; and
(3) alone or jointly with others, determines the purposes and means of:

(a) collecting personal data directly from consumers;
(b) using personal data for targeted advertising; or

(c) engaging in the brokerage of personal data.

X X X

Opt in is required 
unless the processing is 
necessary to provide a 

product or service.

A covered entity that 
is in compliance with 
federal privacy laws is 

deemed to be in 
compliance with the 

Act solely and 
exclusively with 
respect to data 
subject to the 

requirements of 
federal law.

X

A consumer who claims to have 
suffered a deprivation of the 

rights may maintain an action to 
establish liability and recover 

damages or equitable or 
injunctive relief.

Not more than $2,500 per 
affected consumer, or $7,500 if 

intentional.
X

2025 Data Privacy Legislation

https://malegislature.gov/Bills/194/HD4127
https://malegislature.gov/Bills/194/HD2110
https://malegislature.gov/Bills/194/HD715
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https://malegislature.gov/Bills/194/SD495
https://malegislature.gov/Bills/194/SD2520
https://malegislature.gov/Bills/194/SD267
https://malegislature.gov/Bills/194/SD1696
https://malegislature.gov/Bills/194/SD2355
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https://www.revisor.mn.gov/bills/bill.php?f=HF2700&y=2025&ssn=0&b=house#actions
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https://www.nmlegis.gov/Legislation/Legislation?chamber=H&legType=B&legNo=410&year=25
https://www.nmlegis.gov/Legislation/Legislation?Chamber=S&LegType=B&LegNo=420&year=25
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NEW YORK A 257 (S 6922) Did not pass.

Any person, proprietorship, firm, partnership, association, cooperative, nonprofit organization or 
corporation organized or existing under the laws of this state or any other state, and doing business in 

this state, exclusive of public corporations as defined pursuant to article two-A of the general 
construction law.

A business that retains a customer's personal information shall make available to the customer free of 
charge access to, or copies of, all of the customer's personal information retained by the business.

"Customer" means an individual who is a resident of New York state who provides personal 
information to a business, with or without an exchange of consideration, in the course of purchasing, 

viewing, accessing, renting, leasing, or otherwise using real or personal property, or any interest 
therein, or obtaining a product or service from the business including advertising or any other content.

A business that discloses a customer's personal information to a third party shall make the following 
information available to the customer free of charge:

(1) All categories of the customer's personal information that were disclosed, including the categories
set forth in paragraph (b) of subdivision four of this section.

(2) The names and contact information of all of the third parties that received the customer's personal
information from the business, including the third party's designated request address or addresses if

available.

X

A violation of this section 
constitutes an injury to a 

customer. A civil action to recover 
penalties may be brought by a 

customer, the attorney general, a 
district attorney, a city attorney, 
or a city prosecutor, in a court of 

competent jurisdiction.

A violation of this section 
constitutes an injury to a 
customer. A civil action to 
recover penalties may be 

brought by a customer, the 
attorney general, a district 

attorney, a city attorney, or a 
city prosecutor, in a court of 

competent jurisdiction.

NEW YORK A 974 Did not pass.

Legal persons that conduct business in New York or produce products or services that are targeted to 
residents of New York, and that satisfy one or more of  the following thresholds:

(a) have annual gross revenue of twenty-five million dollars or more;
(b) controls or processes personal data of fifty thousand consumers or more; or

(c) derives over fifty percent of gross revenue from the sale of personal data.

X X X X X
X

Data Level
X X X

Not more than $20,000 per 
violation.

NEW YORK A 2141 (S 929) Did not pass.

"Regulated entity" means any entity that: 
(a) controls the processing of regulated health information of an individual who is a New York resident, 
(b) controls the processing of regulated health information of an individual who is physically present in 

New York while that individual is in New York, or 
(c) is located in New York and controls the processing of regulated health information. A regulated

entity may also be a service provider depending upon the context in which regulated health 
information is processed.

"Regulated health information" means any information that is reasonably linkable to an individual, or a 
device, and is collected or processed in connection with the physical or mental health of an individual. 

Location or payment information that relates to an individual's physical or mental health or any 
inference drawn or derived about an individual's physical or mental health that is reasonably linkable 

to an individual, or a device, shall be considered, without limitation, regulated health information.

X X

Information cannot be 
processed unless it is 
for one of the specific 

reasons enumerated, or 
if authorization is first 
obtained containing 
specific disclosures.

X

Not more than $15,000 per 
violation, or 20% of revenue 
received from NY consumers  

within the past year.

NEW YORK A 4947 Did not pass.

Legal persons that conduct business in New York or produce products or services that are targeted to 
residents of New York, and that satisfy one or more of  the following thresholds:

(a) have annual gross revenue of twenty-five million dollars or more;
(b) controls or processes personal data of one hundred thousand consumers or more;

(c) controls or processes personal data of five hundred thousand natural persons or more 
nationwide, and controls or processes personal data of ten thousand consumers or more; or

(d) derives over fifty percent of gross revenue from the sale of personal data, and controls or
processes personal data of twenty-five thousand consumers or more.

X X X
X

Data level.
X X X

May enjoin an unlawful act or 
practice ( violation of opt-in 

requirements, ADM disclosures, 
responding to requests) and 

recover the actual damages or 
one thousand dollars, whichever 

is greater. 

Not more than fifteen 
thousand  dollars per violation

X

NEW YORK A 5827 Did not pass.

"Covered entity":
(i) means any entity or any person, other than an individual acting in a non-commercial context, that

alone or jointly with others determines the purposes and means of collecting, processing, or
transferring covered data and:

(A) is subject to the Federal Trade Division Act (15 U.S.C. 41 et seq.) [FTC Act];
(B) is a common carrier subject to the Communications Act of 1934 (47 U.S.C. 151 et seq.) and all acts

amendatory thereof and supplementary thereto; or
(C) is an organization not organized to carry on business for its own profit or that of its members; and
(ii) includes any entity or person that controls, is controlled by, or is under common control with the

covered entity.

X X X

A covered entity that 
is required to comply 

with title V of the 
Gramm-Leach-Bliley 
Act shall be deemed 
to be in compliance 

with the related 
requirements of this 

article  solely and 
exclusively with 
respect to data 
subject to the 

requirements of such 
regulations, part, 

title, or Act.

X X X

Any person who violates this 
article or a rule or regulation  

promulgated under this article 
shall be subject to the 

penalties provided in the 
Federal Trade  Division Act (15 

U.S.C. 41 et seq.).

NEW YORK A 8158 (S 3044) Did not pass.

Legal persons that conduct business in New York or produce products or services that are targeted to 
residents of New York, and that satisfy one or more of  the following thresholds:

(a) have annual gross revenue of twenty-five million dollars or more;
(b) controls or processes personal data of fifty thousand consumers or more; or

(c) derives over fifty percent of gross revenue from the sale of personal data.

X X X X X
X

Data level.
X X X

Not more than $20,000 per 
violation.

NEW YORK S 929 (A 2141)
New York Health Information 

Privacy Act
Did not pass.

"Regulated entity" means any entity that: 
(a) controls the processing of regulated health information of an individual who is a New York resident, 
(b) controls the processing of regulated health information of an individual who is physically present in 

New York while that individual is in New York, or 
(c) is located in New York and controls the processing of regulated health information. A regulated

entity may also be a service provider depending upon the context in which regulated health 
information is processed.

"Regulated health information" means any information that is reasonably linkable to an individual, or a 
device, and is collected or processed in connection with the physical or mental health of an individual. 

Location or payment information that relates to an individual's physical or mental health or any 
inference drawn or derived about an individual's physical or mental health that is reasonably linkable 

to an individual, or a device, shall be considered, without limitation, regulated health information.

X X

Information cannot be 
processed unless it is 
for one of the specific 

reasons enumerated, or 
if authorization is first 
obtained containing 
specific disclosures.

X

Not more than $15,000 per 
violation, or 20% of revenue 
received from NY consumers  

within the past year.

NEW YORK S 3044 (A 8158) Did not pass.

Legal persons that conduct business in New York or produce products or services that are targeted to 
residents of New York, and that satisfy one or more of  the following thresholds:

(a) have annual gross revenue of twenty-five million dollars or more;
(b) controls or processes personal data of fifty thousand consumers or more; or

(c) derives over fifty percent of gross revenue from the sale of personal data.

X X X X X
X

Data level.
X X X

Not more than $20,000 per 
violation.

NEW YORK S 3523 Did not pass.

Prohibits CRAs from selling or distributing employment information to creditors or debt collectors 
without first disclosing the transaction to the consumer and obtaining their written consent through a 

separate, stand-alone document. Employment information encompasses payroll, earnings, hours 
worked, consumer history, and health insurance details.

Compensatory damages and one 
thousand dollars, or up to $5,000 

for a willful violation.

Not more than $2,000 per 
violation.

NEW YORK S 4276 Did not pass.
"Covered entity" shall mean a legal entity that conducts business in New York state and as part of such 

business, processes and maintains the personal information of five hundred or more unique 
individuals.

X
Ten thousand dollars or actual 
damages, whichever is greater.

$25,000 per violation or up to  
4% of annual revenue.

X

NEW YORK S 5156 Did not pass.

A sole proprietorship, partnership, limited liability company, corporation, association, or other legal 
entity that is organized or operated for the profit or financial benefit of its shareholders or other 

owners, that collects consumers' personal information, or on the behalf of which such information is 
collected and that alone, or jointly with others, determines the purposes and means of the processing 
of consumers' personal information, that does business in the state of New York, and that satisfies one 

or more of the following thresholds:
(1) has annual gross revenues in excess of fifty million dollars;

(2) alone or in combination, annually buys, receives for the business commercial purposes, sells, or 
discloses for commercial purposes, alone or in combination, the personal information of fifty thousand

or more consumers, households, or devices; or 
(3) derives fifty percent or more of its annual revenues from selling consumers' personal information.

X X
X

Data level.

Not to exceed $750 per violation 
or actual damages, whichever is 

greater.

Up to $7,500 for each 
intentional violation and up to 
$2,500 for each unintentional 

violation.

X

NEW YORK S 6922 (A 257) Did not pass.

Any person, proprietorship, firm, partnership, association, cooperative, nonprofit organization or 
corporation organized or existing under the laws of this state or any other state, and doing business in 

this state, exclusive of public corporations as defined pursuant to article two-A of the general 
construction law.

A business that retains a customer's personal information shall make available to the customer free of 
charge access to, or copies of, all of the customer's personal information retained by the business.

"Customer" means an individual who is a resident of New York state who provides personal 
information to a business, with or without  an exchange of consideration, in the course of purchasing, 

viewing, accessing, renting, leasing, or otherwise using real or personal property, or any interest 
therein, or obtaining a product or service from the business including advertising or any other content.

A business that discloses a customer's personal information to a third party shall make the following 
information available to the customer free of charge:

(1) All categories of the customer's personal information that were disclosed, including the categories
set forth in paragraph (b) of subdivision four of this section.

(2) The names and contact information of all of the third parties that received the customer's personal
information from the business, including the third party's designated request address or addresses if

available.

X

A violation of this section 
constitutes an injury to a 

customer. A  civil action to recover 
penalties may be brought by a 

customer, the attorney general, a 
district attorney, a city attorney, 
or a city prosecutor, in a court of 

competent jurisdiction.

A violation of this section 
constitutes an injury to a 

customer. A  civil action to 
recover penalties may be 

brought by a customer, the 
attorney general, a district 

attorney, a city attorney, or a 
city prosecutor, in a court of 

competent jurisdiction.

NORTH CAROLINA H 462
First chamber; in 

committee.

Persons that conduct business in the State or persons that produce products or services that are 
targeted to residents of the State and that during the preceding calendar year did any of the following: 

(1) Controlled or processed the personal data of not less than 35,000 consumers, excluding personal
data controlled or processed solely for the purpose of completing a payment transaction. 

(2) Controlled or processed the personal data of not less than 10,000 consumers and derived more
than twenty percent (20%) of their gross revenue from the sale of personal data.

X X X X X
X

Entity level.
X X X X

A violation is deemed an unfair 
practice under G.S. 75-1.1.

NORTH CAROLINA S 757
First chamber; in 

committee.

Any controller or processor who:
(1) Conducts business in this State or produces a product or service that is targeted to consumers who

are residents of this State;
(2) Has annual revenue of twenty-five million dollars ($25,000,000) or more; and

(3) Satisfies one or more of the following thresholds:
a. During a calendar year, controls or processes personal data of 100,000 or more consumers; or

b. Derives over fifty percent (50%) of the entity's gross revenue from the sale of personal data and 
controls or processes personal data of 25,000 or more consumers.

X X X
X

Data and entity level.
X X X Not to exceed $7,500.

OKLAHOMA HB 1012
Oklahoma Computer Data Privacy 

Act
Did not pass.

A business that:
a. does business in this state,

b. collects consumers' personal information or has that information collected on the business's behalf,
c. alone or in conjunction with others, determines the purpose for and means of processing consumers'

personal information, and
d. satisfies one or more of the following thresholds:

(1) has annual gross revenue in an amount that exceeds Fifteen Million Dollars ($15,000,000.00),
(2) alone or in combination with others, annually buys, sells or receives or shares for commercial 

purposes the personal information of fifty thousand or more consumers, households or devices, or
(3) derives twenty-five percent (25%) or more of the business's annual revenue from selling consumers' 

personal information

X X X

Opt in required prior to 
collecting a consumer's 
personal information 

directly from the 
consumer.

X
Data and entity level.

Not to exceed $2,500, or $7,500 
if intentional, per violation.

OKLAHOMA SB 546 Did not pass.

A controller or processor who:
1. Conducts business in this state or produces a product or service targeted to the residents of this

state; and
2. During a calendar year, either:

a. controls or processes personal data of at least one hundred thousand (100,000) consumers, or
b. controls or processes personal data of at least twenty-five thousand (25,000) consumers and d 

derives fifty percent (50%) of gross revenue from the sale of personal data.

X X X X X
X

Data and entity level.
X X X X

Not to
exceed $7,500.00 for each

violation.

OREGON HB 3899 Did not pass.

Lowers the applicability thresholds.

Applies to any person that conducts business in this state, or that provides products or services to 
residents of this state, and that during a calendar year, controls or processes:

(a) The personal data of [100,000] 35,000 or more consumers, other than personal data controlled
or processed solely for the purpose of completing a payment transaction; or

(b) The personal data of [25,000] 10,000 or more consumers, while deriving [25] 20 percent or
more of the person’s annual gross revenue from selling personal data.

Consent is required for processing or sharing 
unless it is for one of the permissible purposes 

listed, such as to process personal data 
necessary to provide the services or goods 

requested by a consumer; perform a contract to 
which the consumer is a party; or take steps at 
the request of the consumer prior to entering 

into a contract.

Consent is required unless for one of the 
specified purposes, such as the processing is 

necessary for the primary purpose of the 
transaction for which personal information is 

provided, such as the provision of financial 
information to complete a purchase or the 
provision of a mailing address for package 

delivery.

A business shall not collect or share a 
consumer's personal information unless the 
consumer has affirmatively authorized the 

collection or disclosure.

A covered entity may not collect, process, or 
transfer covered data unless the collection, 
processing, or transfer is limited to what is 

reasonably necessary and proportionate to:
(a) provide or maintain a specific product or

service requested by the individual to whom the 
data pertains; or

(b) effect one of the specific enumerated 
purposes.

2025 Data Privacy Legislation

https://nyassembly.gov/leg/?default_fld=&leg_video=&bn=A00257&term=2025&Summary=Y&Actions=Y&Memo=Y&Text=Y
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https://nyassembly.gov/leg/?default_fld=%0D%0A&leg_video=&bn=a2141&term=2025&Summary=Y&Actions=Y&Memo=Y&Text=Y
https://nyassembly.gov/leg/?default_fld=&leg_video=&bn=A04947&term=2025&Summary=Y&Actions=Y&Memo=Y&Text=Y
https://nyassembly.gov/leg/?default_fld=%0D%0A&leg_video=&bn=A05827&term=2025&Summary=Y&Actions=Y&Memo=Y&Text=Y
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https://www.nysenate.gov/legislation/bills/2025/S929
https://www.nysenate.gov/legislation/bills/2025/S929
https://www.nysenate.gov/legislation/bills/2025/S929
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https://www.nysenate.gov/legislation/bills/2025/S4276
https://www.nysenate.gov/legislation/bills/2025/S5156
https://nyassembly.gov/leg/?default_fld=%0D%0A&leg_video=&bn=S6922&term=2025&Summary=Y&Actions=Y&Memo=Y&Text=Y
https://www.ncleg.gov/BillLookUp/2025/H462
https://www.ncleg.gov/BillLookUp/2025/S757
https://www.oklegislature.gov/BillInfo.aspx?Bill=hb1012&Session=2500
https://www.oklegislature.gov/BillInfo.aspx?Bill=hb1012&Session=2500
https://www.oklegislature.gov/BillInfo.aspx?Bill=hb1012&Session=2500
https://www.oklegislature.gov/BillInfo.aspx?Bill=sb546&Session=2500
https://olis.oregonlegislature.gov/liz/2025R1/Measures/Overview/HB3899
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PENNSYLVANIA HB 78
First chamber; in 

committee.

"Controller." As follows:
(1) A sole proprietorship, partnership, limited liability company, corporation, association or other legal

entity that meets all of the following criteria:
(i) Is organized or operated for the profit or financial benefit of its shareholders or other owners.

(ii) Alone or jointly with others, determines the purposes and means of the processing of consumers'
personal information.

(iii) Does business in this Commonwealth.
(iv) Satisfies any of the following thresholds:

(A) Has annual gross revenues in excess of $10,000,000.
(B) Alone or in combination, annually buys or receives, sells or shares for commercial purposes, alone

or in combination, the personal information of at least 50,000 consumers, households or devices.
(C) Derives at least 50% of annual revenues from selling consumers' personal information.

X X X X X
X

Data and entity level.
X X X X

Violations shall constitute 
"unfair methods of 

competition" and "unfair or 
deceptive acts or practices" 

and shall be enforced 
exclusively by the Attorney 

General.

PENNSYLVANIA SB 112
First chamber; in 

committee.

"Controller." As follows:
(1) A sole proprietorship, partnership, limited liability company, corporation, association or other legal

entity that meets all of the following criteria:
(i) Is organized or operated for the profit or financial benefit of its shareholders or other owners.

(ii) Alone or jointly with others, determines the purposes and means of the processing of consumers' 
personal information.

(iii) Does business in this Commonwealth.
(iv) Satisfies any of the following thresholds:

(A) Has annual gross revenues in excess of $10,000,000.
(B) Alone or in combination, annually buys or receives, sells or shares for commercial purposes, alone

or in combination, the personal information of at least 50,000 consumers, households or devices.
(C) Derives at least 50% of annual revenues from selling consumers' personal information.

X X X X X
X

Data and entity level.
X X X X

Violations constitute unfair 
methods of competition and

unfair or deceptive acts or 
practices as defined under the

Unfair Trade Practices and 
Consumer Protection Law.

SOUTH CAROLINA HB 3401 Did not pass.
A person who:

(1) conducts business in this State or produces a product or service used by residents of this State; and
(2) processes or engages in the sale of personal data.

X X X X
Opt in for sale of 

personal data.
X

Data and entity level.
X X X X

Up to $50,000 for each 
violation; tripled if: 1) the 
violation involves a known 
child; 2) failure to delete or 

correct; 3) continuing to share 
or sale after opt out.

VERMONT H 208 Did not pass.

A person who conducts business in this State or a person who produces products or services that are 
targeted to residents of this State and that during the preceding calendar year:

(1) controlled or processed the personal data of not fewer than 25,000 consumers, excluding personal
data controlled or processed solely for the purpose of completing a payment transaction; or

(2) controlled or processed the personal data of not fewer than 12,500  consumers and derived more
than 25 percent of the person’s gross revenue from the sale of personal data.

X
Including 
whether 

personal data 
will be used in 
any AI system 
and for what 

purpose.

X X X

Not required if the 
processing of sensitive 

data is strictly necessary 
to provide or maintain 

a specific product or  
service requested by 

the consumer.

X
Data level.

X X

Only for certain violations by a 
data broker or a large data 

holder, the greater of $5,000 or 
actual damages and attorney's 

fees, subject to certain 
limitations.

X
Unfair and deceptive act or 

practice.
X

VERMONT S 71 Did not pass.

A  person that produces products or services that are targeted to residents of this State and that during
the preceding calendar year:

(1) controlled or processed the personal data of not fewer than 100,000 consumers, excluding personal
data controlled or processed solely for the purpose of completing a payment transaction; or

(2) controlled or processed the personal data of not fewer than 25,000 consumers and derived more
than 25 percent of the person’s gross revenue from the sale of personal data.

X X X X X
X

Data and entity level.
X X X X

A violation shall constitute an 
unfair and deceptive act in 

commerce and shall be 
enforced solely by the Attorney 

General.

VERMONT S. 74 Did not pass.

“Regulated entity” means any legal entity that: 
(i) conducts business in Vermont, or produces or provides products or services that are targeted to

consumers in Vermont; and 
(ii) alone or jointly with others, determines the purpose and means of collecting, processing, sharing, or

selling of consumer health data.

“Consumer health data” means personal information that is linked or reasonably linkable to a 
consumer and that identifies the consumer’s past, present, or future physical or mental health status.

X X
X

Data level.
X

A violation is deemed a violation 
of the Consumer Protection Act.

A violation is deemed a 
violation of the Consumer 

Protection Act.

VERMONT S 93 Did not pass.

(a) Except as provided in subsection (b) of this section, this chapter applies to a person that conducts
business in this State or a person that produces products or services that are targeted to residents of

this State and that during the preceding calendar year: 
(1) controlled or processed the personal data of not fewer than 100,000 consumers, excluding personal

data controlled or processed solely for the purpose of completing a payment transaction; or
(2) controlled or processed the personal data of not fewer than 25,000 consumers and derived more

than 25 percent of the person’s gross revenue from the sale of personal data.

(b) Section 2426 of this title and the provisions of this chapter concerning consumer health data and 
consumer health data controllers apply to a person that conducts business in this State or a person 

that produces products or services that are targeted to residents of this State.

X X X X X
X

Data and entity level.
X X X X

A violation shall constitute an 
unfair and deceptive act in 
commerce in violation of 

section 2453 of this title and 
shall be enforced solely by the 

Attorney General, provided 
that a consumer private right 

of action under subsection 
2461(b) of this title shall not 

apply to the violation.

VIRGINIA HB 2043 Did not pass.

Adds this definition to the Virginia Act: "User-generated content" means any digital content, including 
text, images, video, audio, or other content that is produced by a consumer.

Requires the privacy notice to describe any secondary uses of user-generated content.

Requires consent to process user-generated content.

X
Data and entity level.

Adds a private right of action to 
the Virginia Act. 

Increases the civil penalty in 
the Virginia Act to $15,000 

from $7,500, and adds a 
penalty of $22,500 for repeated 

or egregious violations.

VIRGINIA SB 252 Did not pass.

Requires a method by which a consumer may opt out of the automatic
placement of a data file, commonly referred to as a "cookie," on the consumer's computer or web 

browser and a disclosure of the purposes for which such data files are used. 

Controllers shall not use such data files, except those that are strictly necessary, without the prior 
express consent of the consumer and shall not prevent access to their services if such consent is not 

granted. 
Controllers shall document and store proof of such consent and make available to consumers an easily 

accessible method by which they may withdraw such consent.

VIRGINIA SB 769 Did not pass.

Requires a method by which a consumer may opt out of the automatic
placement of a data file, commonly referred to as a "cookie," on the consumer's computer or web 

browser and a disclosure of the purposes for which such data files are used. 

Controllers shall not use such data files, except those that are strictly necessary, without the prior 
express consent of the consumer and shall not prevent access to their services if such consent is not 

granted. 
Controllers shall document and store proof of such consent and make available to consumers an easily 

accessible method by which they may withdraw such consent.

VIRGINIA SB 1023 Did not pass.
 For the purposes of the Consumer Data Protection Act, a controller of personal data shall not sell or 

offer for sale precise geolocation data concerning a consumer.

WASHINGTON HB 1671 Did not pass.
Persons that conduct business in Washington state or produce products or services that are targeted to 

residents of Washington state, and that collect or process the personal data of consumers.
X X X X X

X
Data level.

X X X

A violation is an unfair or 
deceptive act in trade or 

commerce and an unfair method 
of competition for the purpose of 
applying the consumer protection 

act, chapter 19.86 RCW.

A violation is an unfair or 
deceptive act in trade or 
commerce and an unfair 

method of competition for the 
purpose of applying the 

consumer protection act, 
chapter 19.86 RCW.

WEST VIRGINIA HB 2953 Did not pass.

"Business" means: A sole proprietorship, partnership, limited liability company,
corporation, association, or legal entity that:

(1) Is organized or operated for the profit or financial benefit of its shareholders or owners;
(2) Does business or conducts sales in this state, for money or other valuable consideration;

(3) Collects personal information about consumers, or is the entity on behalf of which the information 
is collected;

(4) Determines the purposes and means of processing personal information about consumers alone or
jointly with others; and

(5) Satisfies one or more of the following thresholds:
(A) Has global annual gross revenues in excess of $25 million, as adjusted in January of every odd-

numbered year to reflect any increase in the Consumer Price Index.
(B) Annually buys, receives for the business's commercial purposes, sells, or shares for commercial

purposes, the personal information of 50,000 or more consumers, households, or devices.
(C) Derives 50 percent or more of its global annual revenues from selling or sharing personal 

information about consumers.

X X X X X

Damages in an amount not less 
than $100 and not greater than 

$750 per consumer per incident or 
actual damages, whichever is 

greater.

Not more than $2,500 for each 
unintentional violation or 
$7,500 for each intentional 

violation.

WEST VIRGINIA HB 2987 Did not pass.

Persons that conduct business in the state or produce products or services that are targeted to 
residents of the state and that:

(1) During a calendar year, control or process personal data of at least 100,000
consumers;

(2) Control or process personal data of at least 25,000 consumers and derive over 50 percent of gross
revenue from the sale of personal data; or

(3) Have annual gross revenues generated in this state which exceed $25,000,000.

X X X X X
X

Data and entity level.
X X X X X

Not more than $7,500 for each 
violation.

WISCONSIN AB 172
First chamber; in 

committee.

Persons that conduct business in this state or produce products or services that are targeted to 
residents

of this state and who satisfy either of the following:
1. During a calendar year, the person controls or processes personal data of at least 100,000 

consumers.
2. The person controls or processes personal data of at least 25,000 consumers and derives over 50 

percent of gross revenue from the sale of personal data.

X X X X X
X

Data and entity level.
X X X

Not less than $100 and not 
more than $10,000 for each 

violation

WISCONSIN SB 166
First chamber; in 

committee.

Persons that conduct business in this state or produce products or services that are targeted to 
residents

of this state and who satisfy either of the following:
1. During a calendar year, the person controls or processes personal data of at least 100,000 

consumers.
2. The person controls or processes personal data of at least 25,000 consumers and derives over 50 

percent of gross revenue from the sale of personal data.

X X X X X
X

Data and entity level.
X X X

Not less than $100 and not 
more than $10,000 for each 

violation

A regulated entity or small business shall not 
collect any consumer's health data except: 

(1) with consent from the consumer for such 
collection for a specified  purpose; or

(2) to the extent necessary to provide a product
or service that the consumer to whom the

consumer health data relates has requested 
from the  regulated entity or small business.

2025 Data Privacy Legislation
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